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 A B S T R A C T

The detection and localization of radiation sources using low-cost, mobile detectors is a challenging application, 
necessitating new research into sensing devices and detection algorithms. While new sensing that employs 
small detectors for detecting 𝛾-rays has emerged, the decreased sensitivity of the sensor makes it challenging 
to maintain reliability compared to larger detectors. Machine learning could be a viable method for enhancing 
sensitivity by classifying background radiation spectra from anomalous spectra, but this approach can struggle 
to identify novel radioactive sources or identify sources in dynamic background environments. To address 
these challenges, we propose the use of adversarial auto encoders (AAEs) for anomaly detection in radiation 
sensing systems. With the use of our AAE architecture, we eliminate the need for obtaining examples of 
radiation anomalies for training data and increase the resilience of the sensing when the background radiation 
is dynamic. We evaluate the system in various contexts using a custom designed detector, showing the AAE 
model generalizes to various locations and radiation sources. We also show a real-time field test with the 
detection system in both handheld and drone mounted testing.
1. Introduction

Numerous agencies and groups, such as the National Academy of 
Engineering and the National Science Foundation, have designated the 
prevention of nuclear terror as a ‘‘grand challenge’’ in engineering. At 
the heart of the problem is the detection of the unlawful movement 
of radioactive materials. However, this is a complex problem because 
radiation detection is expensive and easy for an adversary to recognize 
and avoid. In addition, its accuracy and efficiency depends significantly 
on multiple parameters, such as distance with respect to the source, 
energy, background, and shielding, among others.

Making radiation detectors smaller and cheaper while maintaining 
performance is a key focus in national security, where the United States 
Department of Homeland Security (DHS) has sought initiatives that 
can rapidly deploy specialized solutions for a given area. Presently 
radiation detectors used by the DHS consist of large stationary de-
vices (Kouzes, 2010) at ports-of-entry designed to handle passenger 
vehicles or handheld devices (Milbrath et al., 2007) designed to be used 
manually by an operator. While these devices are useful for their given 
role, they do not have the flexibility to be used in any given task. Reduc-
ing the size of the detectors obviously improves the device’s flexibility 
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but comes at the cost of performance in radiation detection (El Hamli 
et al., 2022). This is where machine learning can come into play, and 
these smaller but less sensitive detectors can be utilized to create a 
system that is both flexible and accurate. In our work, we fabricate 
low-cost cesium iodide, thallium-doped (CsI(Tl))-based 𝛾-ray detector 
systems which use machine learning of the sensed data to increase its 
sensitivity while maintaining low cost and portability.

Previous work using machine learning for radiation detection has 
focused on both supervised and unsupervised methods. Supervised 
learning for radiation detection has primarily focused on the use of 
support vector machine (Morgan et al., 2022) and multi-layer percep-
trons (Kangas et al., 2008). While unsupervised learning has primarily 
focused on the use of convolutional auto encoders (Kangas et al., 2008). 
In this work, we augment previous research using an Adversarial Auto 
encoder (AAE), surpassing state-of-the-art performance in a range of 
tasks. An early version of this model was also investigated on weak 
radiation sources (Sayre et al., 2023). In this work, we design several 
scenarios for data collection that characterize the viability of the ap-
proach in a real mobile application and refine the model for superior 
performance. Our model successfully generalizes to unseen radiation 
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Fig. 1. The custom detector used in the project and the corresponding circuit 
diagram. The output energy levels are used to construct a spectrum of 𝛾-ray 
energies that feed into our machine learning anomaly detection algorithm.

sources with remarkable sensitivity. Throughout our experiments, we 
aim to answer the following research questions:

1. When dealing with diverse background radiation levels, how 
does the performance of our AAE model in detecting anomalies 
and avoiding false alarms compare to other anomaly detection 
systems?

2. How does our AAE model fare against a competing autoencoder 
when tested with a simulated real-world dataset?

3. In a real-world field test conducted in a mobile environment, 
can our AAE model effectively identify strong, previously unseen 
sources of radiation?

Each research question is designed to investigate if our AAE model 
can generalize outside the data that it is trained with and if the 
model can detect various sources of radiation. While the complete task 
of anomaly detection would include identification of potentially haz-
ardous materials, especially compared to more common isotopes used 
in applications like medicine, here we focus exclusively on detecting 
any radioactive material that raises radiation above the background. 
This serves as a screening that there is something further to investigate 
in the area for radioactive material. We design the memory footprint 
and complexity of our model such that it is can be run on a small 
microcomputer, and therefore can easily be connected to a detector for 
use in a handheld configuration or mounted to a drone. This kind of 
adaptability could prove very useful to radiation anomaly detection in 
a variety of situations—for example, when detectors are mounted to a 
swarm of drones seeking a radiation source.

1.1. Background in radiation sensing

Traditional radiation sensing is compounded by several issues in-
cluding: (1) the intensity of the emitted radiation falls off at least as 
1
𝑟2
, where 𝑟 is the distance between the source and the detector; (2) 

the emission signature can be reduced further by shielding, requiring 
sensors to be highly sensitive; (3) background radiation varies both 
spatially and temporally, potentially leading to false positives if the 
background is not well understood; (4) detectors and associated elec-
tronics are generally expensive, and the cost increases significantly with 
improved performance and size.

To help mitigate and address these issues, our research team built 
a custom radiation detector that responds to 𝛾-ray radiation, provid-
ing a low cost sensing mechanism for radiation, as shown in Fig. 
1. This detector is based on CsI(Tl) and is connected to a silicon 
2 
photomultiplier with custom electronics to detect 𝛾-rays and provide 
their energy. Moreover, the scintillator used is designed and fabricated 
by our research team. A diagram of the system and a picture of the 
manufactured prototype are shown in Fig.  1. As 𝛾-rays deposit energy 
into the detector, the response is proportional to the energy of the 𝛾-ray. 
By sensing over a period of time, our sensor can construct a histogram 
equivalent to the response function of the detector of all the 𝛾-ray 
energies that strike the scintillator. Different radiation sources will 
exhibit different signatures of in 𝛾-ray spectra, which can then be used 
to identify the radiation sources. Fig.  2 shows the response function 
of the detector under different individual control sources (<1𝜇Ci) to 
assess its performance under a controlled environment. The vertical 
axis shows a normalized channel count (the number of sensed 𝛾-rays at 
each energy) calculated as the mean channel count for each 5-second 
window present in the data. We show spectra for background and three 
radiation sources:60Co,137Cs, and 54Mn. Each radiation source emits 
different 𝛾-ray energies, and combined with the shape of the response 
function, helps us identify the source. It becomes obvious that in real 
scenarios with multiple sources present, the problems become difficult, 
and machine learning algorithms can allow us to identify anomalies 
under variable environments. Fig.  2 shows the response function of the 
detector when the sources are located at 0, 15 and 30 cm. It is clear 
the effect of 1

𝑟2
reducing the collected signal from the source by the 

detector. The farther the distance the smaller the intensity until it can 
be compared to the background level. This motivates our team to use 
machine learning methods to increase the detection sensitivity of the 
sensor, while maintaining the use of low cost of CsI(Tl) scintillators.

It is also important to note that the baseline expected 𝛾-radiation in 
an area differs. To illustrate this point, the background radiation levels 
were measured in the Dallas-Fort Worth Metro Area (Location A) as 
well as the Nine Mile Training Center at ETG ranch in Eldorado, Texas 
(Location B). The differences between the average spectra in Dallas and 
the average spectra at the ETG ranch is shown in Fig.  2 (right). This 
figure is zoomed on the lowest energies from the detector, as counts in 
higher energies are negligible. We can see that the lower energies have 
the largest counts for both locations, but the ETG location has more 
baseline 𝛾-ray activity.

2. Related work

An overview of the related works and their major components are 
outlined in Table  1. Anomaly detection using auto encoders dates back 
to 1995 where Japkowicz et al. designed the HIPPO model to complete 
a classification task on the CH46 helicopter gearbox fault detection, 
molecular biology promoter recognition, and sonar target classifica-
tion (Japkowicz et al., 1995). The HIPPO model was constructed using 
the auto encoder architecture created by Hinton et al. featuring input 
and output layers of the same size and a singular hidden layer that is 
smaller than the input and output layers (Hinton, 1990). Through this 
process they found that the HIPPO model had lower error rates than 
decision tree and neural classifier approaches.

As new auto encoder architectures have been developed those have 
also been used for anomaly detection. The Variational Auto Encoder 
(VAE) architecture (Kingma and Welling, 2022) has been used to create 
an anomaly detection scheme using reconstruction probability, instead 
of reconstruction error, as a more principled and objective anomaly 
detection metric (An and Cho, 2015). Here they found that the VAE 
and reconstruction probability outperformed other anomaly detection 
methods including traditional auto encoders. The AAE architecture has 
also been shown to be an effective way to perform anomaly detection 
tasks from image (Beggel et al., 2020) and video (Li and Chang, 2019) 
classification to detection on acoustic signals (Principi et al., 2017-05) 
and on electrocardiograms (Shan et al., 2022). This work as well as 
our previous work (Sayre et al., 2023) seek to apply the use of AAE 
anomaly detection to the field of radiation source detection.

Radiation detection falls into three main categories, radioisotope 
identification, anomaly detection, and source localization. Radioisotope 
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Fig. 2. (a) The mean 5-second representative response function of the 𝛾-ray detector with sources (<1𝜇 Ci) right on top of the sensor. (b) The 5-second average 
background spectra at two different locations. Location A is in the Dallas Fort Worth Area and Location B is in Southwest Texas. The two spectra are similar, 
but have slightly different base counts of 𝛾-radiation. (c) and (d) Illustrate the detection dependence of the detector as a function of the distance for the same 
low activity sources. The detected 𝛾 counts decrease proportional to 1

𝑟2
.

identification is discerning the different kinds of radioactive sources 
present in a given source and from the background radiation. Anomaly 
detection is detecting the presence of radiation of any type from 
the background. Traditionally both of these tasks have been com-
pleted using statistical methodologies like peak matching, distance 
measures, and gross count rates. These tasks have seen advancements 
through the use of machine learning techniques recently (Kamuda 
et al., 2020) Mitchell et al. (2020) Ghawaly et al. (2022b) Bilton et al. 
(2021) Sayre et al. (2023).

While radioisotope identification is outside the scope of this project 
it is a natural extension of this work. Previous work has investigated the 
use of PCA over Mahalanobis Distance to detect differences between 
Naturally occurring radioactive materials (NORMs) and anomalous 
sources of 113Ba and depleted uranium (Runkle et al., 2006). Many 
have expanded this to work on radioisotope identification using neural 
networks. Using a multi-layer perception (MLP), researchers from the 
French Alternative Energies and Atomic Energy Commission were able 
to predict the enrichment level of uranium (Vigneron et al., 1996). 
MLPs have also been used on isotope identification to ID individual 
isotopes present in a given mixture of elements (Kamuda et al., 2017). 
Other model architectures have also been used on similar problems 
from abductive machine learning (Abdel-Aal and Al-Haddad, 1997) 
to convolutional neural networks (CNNs) (Kamuda et al., 2020). Nu-
merical methodologies are also advancing in this field with the use of 
dynamic quantum clustering on isotope identification (Weinstein et al., 
2014).

For anomaly detection there is a use of a mix of statical models and 
machine learning based models. Statistical models used for anomaly 
detection include N-sigma, Mahalanobis Distance, and Spectral Com-
parison Ratios (SCR) which have shown to work better than simple 
gross count rates (Jarman et al., 2008). Distance based measures have 
also been used to combat high false positive rates from shielding 
by physical boxes or from NORMs  in shielded nuclear source test-
3 
ing (Omitaomu et al., 2009). Early work with neural networks on this 
task was a linear associative memory neural network to detect the 
isotopes present in mixtures which deviated from the peak analysis 
typically used for anomaly detection (Olmos et al., 1991). Machine 
learning algorithms that have been used for anomaly detection of 
radioactive sources recently include a Gaussian learning kernel (Ala-
maniotis et al., 2015), neuromorphic architecture aimed to reduce 
consumption (Mitchell et al., 2020; Ghawaly et al., 2022b), and auto 
encoders (Ghawaly et al., 2022a; Bilton et al., 2021; Sayre et al., 
2023; Klasky et al., 2023). The use of auto encoders in previous 
works for 𝛾-ray anomaly detection have primarily examined models 
with unrestricted latent space (Ghawaly et al., 2022a; Bilton et al., 
2021). Auto encoders have also become a part of the testing suite 
for Los Alamos National Laboratory for evaluating the efficacy of new 
scintillators. Klasky et al. (2023) In our previous work we examined an 
AAE design to restrict the latent representation of background radiation 
data to a normal distribution, comparing it to simple supervised classi-
fiers. Sayre et al. (2023) Anomaly detection has also been paired with 
isotope identification typically through the use of two networks, one 
for anomaly detection and a second for source ID (Sharma et al., 2012; 
Bilton et al., 2021). Additionally, anomaly detection on real world data 
has become of particular interest. From detection 137Cs and weapons 
grade plutonium using an SCR-based approach in Seattle (Pfund et al., 
2010) or using a static edge system in the NOVArray, a 𝛾-ray detector 
array in Northern Virginia, with K-means clustering to organize spectra 
into background, rain, and anomalous (Bandstra et al., 2023). This 
allowed them to classify radiation events across various weather events 
in a location with radon fallout affecting the background radiation 
levels. As outlined in Table  1, there remains a gap in the contributions 
of related works in the application area of radiation anomaly detection, 
especially considering the usage of deep autoencoder approaches.
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Table 1
Overview of approaches to radiation anomaly detection.
 Authors Year Citation Sim data Real data Deep learning Autoencoder Adversarial 
 Olmos et al. 1991 Olmos et al. (1991) ✓ ✓  
 Jarman et al. 2008 Jarman et al. (2008) ✓  
 Omitaomu et al. 2009 Omitaomu et al. (2009) ✓  
 Alamaniotis et al. 2015 Alamaniotis et al. (2015) ✓  
 Bilton et al. 2021 Bilton et al. (2021) ✓ ✓ ✓  
 Ghawlay et al. 2022 Ghawaly et al. (2022b) ✓ ✓  
 Ghawlay et al. 2022 Ghawaly et al. (2022a) ✓ ✓ ✓ ✓  
 Sayre et al. 2023 Sayre et al. (2023) ✓ ✓ ✓ ✓  
 This Work – – ✓ ✓ ✓ ✓ ✓  
Table 2
Sources available in each of the datasets used.
 Source 60Co 54Mn 137Cs Pu HEU 99mTc 131I 
 Small sources (1 𝜇Ci) ✓ ✓ ✓  
 Large sources (>1mCi) ✓ ✓ ✓  
 ORNL simulated data ✓ ✓ ✓ ✓ ✓  

3. Approach and methods

3.1. Datasets

Over the course of this project three different datasets were used 
to test the AAE model as well as the various baseline classifiers. Our 
research team collected two of the datasets using our custom detector 
and a third dataset was made available by Oak Ridge National Labora-
tory (ORNL) (Nicholson et al., 2020). The differences in these datasets 
will be vital to showing the efficacy of the different models in being 
able to handle a changing environment.

In our data collection, the detectors are connected to a computer 
which records and aggregates these 𝛾-ray events into spectra that can 
then be passed into the machine learning models for prediction. One 
of the datasets that utilized these detectors was created by placing 
the detector and small radioactive sources in a stationary position at 
various distances to create spectra with a wide range of intensities. 
Cobalt-60 (60Co), Cesium-137 (137Cs), and Manganese-54 (54Mn) were 
the radioactive sources used in this dataset each with a strength of 1 
𝜇Ci. This dataset has been used in our previous work that investigated 
an early version of our AAE model (Sayre et al., 2023). This laboratory 
collected dataset can be used to probe the sensitivity of the system with 
known sources, distances, and 𝛾-ray energy.

Another dataset was also collected by our research team using larger 
radioactive sources and the system running in real-time on a small 
portable computer. Radioactive sources collected in this manner con-
sisted of 137Cs, uranium, and plutonium. These sources had strengths 
of 26 mCi for the cesium source and 3 mCi for each of the uranium and 
plutonium sources. This dataset was collected in collaboration with the 
DHS and the Rio Robotico event held in central Texas and allowed for 
us to test our AAE model on sources close to what could be experienced 
in real-world deployment.

Finally, we also used a synthetic data source created by Nicholson 
et al. from ORNL in Tennessee (Nicholson et al., 2020). This dataset 
is meant to mimic a 2in ×4in ×16in NaI(Tl) detector moving at a 
constant speed through a city block. The simulated data consists of 
background radiation and six radioactive sources placed in 15 dif-
ferent locations. This dataset contains many sources both in isotope 
and scale that we would otherwise not be able to work with. These 
sources are highly enriched uranium (HEU), weapons grade pluto-
nium (WGPu), Technetium-99 metastable isotope (99 mTc), Iodine-131 
(131I),60Co. Additionally, it includes samples of HEU which have been 
masked with99 mTc. In this work, we treat the masked sample as a 
source, separate from both HEU and99 mTc, for the purposes of anomaly 
detection. The ORNL dataset is structured to be in list mode, times-
tamped 𝛾-ray events with the associated energy level. For each of the 
4 
runs of the detector down the city block, the time of closest approach to 
the radioactive source, if present, was denoted in the file meta data. A 
breakdown of each source present in each of the datasets can be found 
in Table  2

To format the data to work in our system we truncated the energy 
values of the 𝛾-ray events to be only whole numbers. The occurrences 
of each of these energy levels were aggregated into 5 s spectra as we 
had done with the data collected from the CsI(Tl) scintillators in the 
previous experiments. The array length, or number of channels, for 
these spectra was set at 4,096, however this may have been unnecessary 
or an active hindrance to the model as there were functionally only 
about 3,000 channels that could be filled due to the resolution of the 
simulated detector. For training using only the background training 
data provided in the dataset which resulted in 95,736 spectra, each 
corresponding to a 5-second collection time. Additionally for evaluation 
of the training process, we formatted the spectra of the radioactive 
sources in a similar way with the only difference being that we selected 
these to be only the spectra recorded inside of a 30 s window around 
the time of closest approach to the source.

3.2. DHS standards of practice

Radiation source detection using energy analysis is guided by stan-
dards developed by the Department of Homeland Security (Depart-
ment of Homland Security, 2019), specifically through the Countering 
Weapons of Mass Destruction (CWMD) Office in collaboration with the 
National Institute of Standards and Technology (NIST). These guide-
lines are primarily designed for fixed-site deployments, such as portal 
monitors that scan vehicles at known distances (Department of Hom-
land Security, 2019). In contrast, our system is intended for mobile 
applications — such as drone-based sensing — where the distance 
between the source and detector is variable and often unknown. As a 
result, many of the existing standards do not directly apply to our use 
case.

Nonetheless, some performance benchmarks from these standards 
are still relevant. For example, false alarm rates are typically limited to 
one per 1,000 occupancies (with each occupancy defined as the time 
it takes a vehicle to pass through a detection platform), which roughly 
equates to one false positive per hour. Thus, we adopt this threshold 
in our own evaluation. While additional standards exist for source type 
identification and analysis procedures, their application in dynamic or 
aerial sensing environments remains unclear. Therefore, our focus is 
on addressing foundational research questions related to the use of 
machine learning in this new, mobile detection context.

3.3. Architecture and modeling

The AAE is a machine learning model that merges the ideas of 
generative adversarial networks and auto encoders to match the latent 
space vector some prior distribution (Makhzani et al., 2016). The 
model consists of three components, the encoder (𝐸), decoder (𝑅), and 
discriminator (𝐷) as shown in Fig.  3. The encoder–decoder pair works 
as they would in other auto encoder models to create a latent space 
embedding that input data can be transformed into via the encoder and 
then recovered by the decoder. That is, we denote an input signal to the 
encoder as 𝑥 and the output of the decoder as 𝑥̂ such that 𝐸(𝑥) encodes 
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(a) 

(b) 

Fig. 3. Overview of the neural network model architecture. Note: 𝛼 controls the slope of the LeakyReLu function when inputs are negative. 
the data into a latent space and 𝑥̂ = 𝑅(𝐸(𝑥)) gives the reconstruction of 
the signal from the encoder–decoder pair. In this way, we can define the 
first loss function of the encoder–decoder pair, which seeks to minimize 
the reconstruction error of the signal from samples drawn from the 
distribution of real signal data, 𝑋:

𝑟𝑒𝑐𝑜𝑛 =
1
|𝑋|

∑

𝑥∈𝑋
(𝑅(𝐸(𝑥)) − 𝑥)2

Both 𝐸 and 𝑅 are updated to minimize this loss function. Without 
any other losses, this would be identical to the mean-squared error 
formulation of a traditional auto-encoder. However, without additional 
losses there is too much freedom for the models to construct a vari-
able or discontinuous latent space. We desire the latent space to be 
distributed in a known way for the samples in 𝑋. Thus, a discriminator 
is added that can process the latent representation of real data, 𝐸(𝑥), 
or a similar sized vector, 𝑧𝑠 where each element of the vector is drawn 
from a Gaussian normal distribution of zero mean and unit variance, 
 (0, 1).

The discriminator acts to predict the difference between the en-
coded embedding and the random normal vector 𝑧 . This results in two 
𝑠

5 
competing loss functions that work in an adversarial manner. Each is 
based on binary cross entropy as follows:
𝑑𝑖𝑠𝑐 =

∑

𝑧∼ (0,1)
log(𝐷(𝑧𝑠)) +

∑

𝑥∈𝑋
log(1 −𝐷(𝐸(𝑥)))

Intuitively, this loss function updates the discriminator model, 𝐷 to 
detect the difference between sampled points, 𝑧𝑠 and real encoded 
points 𝐸(𝑥). The encoder is than updated with a separate competing 
loss function:
𝑒𝑛𝑐 =

∑

𝑥∈𝑋
log(𝐷(𝐸(𝑥)))

that optimizes the encoder to fool the discriminator by making the 
latent space of the encoded samples as similar as possible to a normal 
distribution. Only the encoder is optimized using this loss function to 
ensure that the discriminator maintains detection accuracy. Thus, after 
proper training, the real latent samples should occupy a distribution 
near the origin of the latent space, with standard deviation of unity 
in all directions. Anything outside of this area can be considered 
anomalous.
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Table 3
Optimal hyper parameters found on the AAE network using 
optuna.
 Hyper parameter Optimal value 
 Epochs 75  
 𝛼 0.98  
 Latent Space Dim. 32  
 E(x) Learning Rate 0.01  
 R(x) Learning Rate 0.01  
 D(x) Learning Rate 0.004  
 E(x) Optimizer SGD  
 R(x) Optimizer Adam  
 D(x) Optimizer SGD  

Finally, to combine the loss functions for the encoder, we use a 
simple weighting:
𝑡𝑜𝑡 = 𝛼 ⋅ 𝑟𝑒𝑐𝑜𝑛 + (1 − 𝛼) ⋅ 𝑒𝑛𝑐

where 𝛼 is a hyper parameter tuned during training.
Through the training process the encoder–decoder pair works to-

gether to produce a latent space that is indistinguishable from the 
prior distribution to the discriminator. Here we utilize this to make an 
unsupervised classifier for radiation anomaly detection. The design of 
the AAE model allows for detection of unknown sources if they differ 
from its training data sufficiently. Moreover, the encoder of the model 
is trained to compactly compress training data near the origin of the 
latent space–thus even subtle input differences from unknown sources 
can result in large deviations in the latent space.

For each of the outlined experiments the AAE is trained exclusively 
on spectra of background radiation. Therefore, the model should learn 
that background radiation falls into a normal distribution in the la-
tent space, 𝐸(𝑥), while any spectra with nearby radioactive sources 
should fall outside of that distribution and be marked as anomalous. 
Given this, the model is designed to predict for any novel radioactive 
source as they all should be noticeably different from the background 
environment in the latent space. Additionally, because the model is 
trained to enforce that the latent representation of the background 
radiation lays in a normal distribution it can be trained on variable 
background environments so that the range of background radiation is 
fully captured in the latent representation. Therefore, after the model 
converges, the output 𝐷(𝐸(𝑥)) can be used directly as a probability that 
the data point 𝑥 is anomalous. Thus, the AAE can naturally be used for 
anomaly detection. We also explore the use of reconstruction error as 
another way to determine the severity of the anomaly, discussed later.

The architecture is shown in Fig.  3. The input into this model is 
a 5 s spectrum of radiation from the detector, which is comprised of 
a series of channels ranging from 0 to 4096. The outputs consist of a 
probability output from the discriminator and a reconstruction of the 
original input spectra from the decoder. The discriminator output is a 
single probability for the likelihood of a radioactive substance being 
detected. The decoder output is used to find the mean squared error 
with the original input vector. This value can then be used to create a 
measure for how far a radioactive source is to the detector.

3.4. Hyper parameter tuning

Hyper parameter tuning was performed on the model using the op-
tuna framework (Akiba et al., 2019). The continuous variables searched 
were learning rates for each of the sub-networks, 𝛼, latent space size, 
and epochs. The optimization functions for each of the sub-networks 
were also searched using either the Adam optimizer or Stochastic 
Gradient Descent. Hyper parameters were searched across 100 models 
choosing the optimal values based on the highest receiver operat-
ing characteristic. Data used for this task came from the stationary 
small-source collection described above. The final results of the hyper 
parameter search can be found in Table  3.
6 
4. Experimental results

4.1. Comparison to unsupervised learners

This experiment centers around testing how the AAE model and 
other unsupervised classifiers handle background measurements from 
two different background environments. The background radiation lev-
els were measured in the Dallas-Fort Worth Metro Area (Location A) as 
well as the Nine Mile Training Center at ETG ranch in Eldorado, Texas 
(Location B). At the ETG ranch site the research team was able to utilize 
large radioactive sources for the first time, as such we collected spectra 
in the area of those sources but far enough away that the detector 
was not detecting any radiation. The differences between the average 
spectra in Dallas and the average spectra at the ETG ranch is shown 
in Fig.  2 (right). Effectively this means we have created two sets of 
training data for these tests. One that contains only background radi-
ation collected from Location A and another that contains background 
from both Location A and Location B. This is done to emulate scenarios 
when a small amount of calibration data is available from a known 
background environment.

The unsupervised models chosen for this test were One Class SVM 
(OCSVM), Isolation Forest (IF), and Local Outlier Factor (LOF). These 
methods were chosen as they have a history of being used for radiation 
anomaly detection (Klasky et al., 2023). Additionally, we modified a 
version of the GANomaly model to work with radiation spectra. The 
original GANomaly was designed to be used on 2-D images (Akcay 
et al., 2018)—as such, we adjusted the architecture to use 1-D convolu-
tions across the spectra. In this way, we can compare our approach to 
both traditional unsupervised anomaly detectors and more contempo-
rary detection methods. Along with the AAE, these models were trained 
and tested on two different datasets. The first dataset consists of half 
background collected only from the DFW area and half 137Cs with 
the source being located at 0, 15, and 30 cm away from the detector 
with each distance comprising one-third of the radioactive source data. 
The second dataset augmented the first by substituting around one-
quarter of the background radiation spectra with background spectra 
from the ETG ranch site. Doing this should result in background spectra 
that are harder for the unsupervised classifiers to neatly separate from 
the radioactive spectra, while the AAE should perform better as it is 
designed to compress all of the null spectra to fit into a latent space that 
is normally distributed. For each of the models the False Positive Rate 
(FPR) was held to 0.015 to allow us to make fair comparison between 
the models.

The experimental results in Fig.  4 show how the different models 
handle the two different datasets. On the testing dataset for the DFW 
background the AAE comes second out of all of the models with an 
accuracy of 90.41% with the IF model surpassing it in this case with 
an accuracy of 93.23%. The GANomaly model struggles to generalize 
to the testing data with an accuracy of 71.04%. Furthermore, when 
augmenting the dataset to include background spectra from Location B 
(the ETG ranch) the advantages of the AAE architecture come through, 
maintaining an accuracy nearly 90%. With accuracies at 80% and the 
AUC at 0.5 for both the OCSVM and LOF models were unable to draw 
a decision boundary between radioactive sources and background. The 
GANomaly model did see an improvement on the Location B training 
data with test accuracy of 81.28%. The IF model saw a slight decline 
in accuracy on the ETG ranch augmented dataset dropping to 87.80% 
accuracy. When looking at the AUC values for the IF and AAE models 
we found that the AAE has a superior AUC compared to all models 
at all locations. The AAE had AUC values of 0.914 and 0.899 for the 
testing data from locations A and B respectively while the IF model 
had 0.831 and 0.701. The GANomaly model had an increase in the 
AUC from Location A to Location B which went from 0.764 to 0.880. 
This further shows how the AAE model can better represent different 
background radiation profiles in the latent space.
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Fig. 4. Accuracy and AUC of our AAE model compared to other anomaly detection techniques. AUC is shown as a percentage of the maximum possible AUC 
(AUC * 100). Results are shown for two locations. FPR held at 0.015 for each model. McNemar tests were performed on the predictions of each of the baseline 
models compared to the predictions from the AAE, finding that all performance improvements are significant (𝑝 < 0.05).
Because the AAE and IF models were strong performers, we select 
these for further analysis. Fig.  5 shows a qualitative comparison of the 
results of the AAE model and the IF model using principal components 
analysis (PCA) of the latent representation from the AAE model and 
colored by the outputs of each model. That is, Fig.  5 displays a series 
of 2D plots across three dimensions of the PCA space from the AAE en-
coder network. These plots are colored by the predictions, background 
or in the presence of radiation from the IF and AAE models. The shapes 
encode the distance from the detector to the radiation sample when it 
was collected. Three graphs are shown as a scatter matrix and a zoomed 
version of the clusters in the PCA1-PCA2 graph. The rightmost plot is in 
PCA1-PCA3 space and can be thought of as rotating the first plot (in the 
3D PCA space) to look down on the data. While this visualization does 
not capture all of the differences present in the embeddings (as many 
differences are in dimensions beyond PCA3), reducing the dimensions 
to this three-dimensional space does help visualize some of the main 
differences and clustering.

By looking at the embedded latent space in this way, we can see how 
the AAE model works to capture the essential differences in the spectra. 
The first PCA dimension accounts for the majority of the differences in 
the spectra with all of the data collected at 0 cm clustering away from 
all other data. This is due to the magnitudes of the spectra being so 
much greater than when they are placed further away, following the 
inverse square law of radiation energy. The IF model predicts if the 
test data is a part of the inlier class (background radiation), and the 
AAE model is predicting if there is an outlier (anomalous 𝛾-rays)While 
both perform similarly at classifying the strongest radioactive sources 
(triangles), when looking at the insets on the left side of Fig.  5 corre-
sponding to the background radiation and the sources place 15 cm or 
30 cm away from the detector, we can see that the radiation does tend 
to fall to the right on the PCA1 axis for the AAE model, but not for the 
IF model. Thus the AAE has a slightly better clustering of background 
and radiation sources that are further away. When rotating the graph 
to look at PCA1-PCA3 space we can see the background spectra tend to 
fall near the origin with the radioactive spectra tending to be further 
removed from that point. We also note that the IF model specifies inlier, 
while our algorithm specifies outliers, such that hue of points in each 
figure is reversed.

4.2. Comparison to auto encoding

With the goal of this model to be deployed in an operational envi-
ronment we expanded testing beyond just the small, single microcurie 
sources that we had been using. We therefore analyzed the system 
using the previously described ORNL dataset which contains simulated 
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spectra meant to mimic a 2in ×4in ×16in NaI(Tl) detector moving at a 
constant speed through a city block. This data allows for us to test how 
the model generalizes to other types of detectors. It is also a popular 
dataset in the radiation detection community, allowing for additional 
comparison to previous works.

When compared to the data we collected from our custom detec-
tor, the channel counts are less distinct, especially when looking at 
background radiation. These high levels of background radiation can 
have detrimental effects on the ability for the AAE to train properly. 
As we showed in Fig.  5 the embedding space for the AAE model seems 
to rely on the magnitude of the spectra as a fundamental part of 
making a decision plane for anomalies. If the background it is trained 
on has a magnitude similar to that of the radioactive sources that it 
is trying to detect this will lead to many incorrect predictions. As we 
were limited to where we could test our model (especially in urban 
environments), this dataset help us understand how the detector would 
work in environments that might have higher levels of background 
radiation like those simulated here.

For testing, we followed the methodology outlined in Characteriza-
tion of the Autoencoder Radiation Anomaly Detection (ARAD) model 
by Ghawaly et al. (2022a). Here accuracy of the model on testing 
background radiation is measured simply by the percentage of spectra 
correctly identified by the model. For accuracy on the radioactive 
source, it was measured as the percentage of files where the model 
correctly identified the radiation at any point along the detectors path 
within a 30 s window centered on the time of closest approach by the 
detector. This was done to account for the drop-off in radiation levels 
as the detector enters and leaves the area with the source. An ideal 
detection algorithm would display the strongest anomalies at the apex 
of the approach.

The initial results for accuracy are shown in Table  4 (top row) 
which, at first glance, appear quite positive. However, these results 
have an issue of very high False positive rate, which would render 
the system useless in most applications because the false identifications 
would overwhelm the operator’s time. Without tuning the probability 
thresholds for the model we have a false positive rate of 197.3 per 
hour which correlates to a background accuracy of 72.6%, which is 
unacceptable. In working with the UT-Dallas detectors we found that 
our false positive rate was closer to 10 per hour. To find a better 
operational point, we raised the probability threshold of the discrim-
inator incrementally until finding one that seems reasonable for our 
application with limited false positive rates. Table  4 outlines the results 
of this threshold tuning.

As expected, as we increased the discriminator’s probability thresh-
old the false positive rate decreased but the accuracies also decreased 
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Fig. 5. Scatter matrix of PCA dimensions calculated from the latent space of the AAE model. They are colored by their prediction of an anomaly. The colors 
between the two are reversed because the IF model predicts if it is an inlier (Background) and the AAE predicts if it is an outlier (Radioactive). Note that the 
zoomed cluster for the AAE has a more obvious clustering compared to the isolation forest.
Table 4
True positive rate and false alarms per hour for our AAE model provided for various types of radiation sources in the ORNL dataset from (Ghawaly et al., 2022a). 
The final two rows show the comparative performance of our model and the ARAD model which have each been properly tuned to have a False Positives per 
hour rate below 0.5, with the best results shown in bold. Larger is better for all measures except the false alarms column, where lower is better.
 Threshold HEU WGPu 99mTc 131I 60Co HEU+99mTc FP per hour 
 T=0.5 (base) 0.925 0.888 0.963 0.931 0.9 0.963 197.3  
 T=0.6 0.65 0.6 0.806 0.669 0.669 0.813 61.7  
 T=0.7 0.331 0.388 0.631 0.438 0.356 0.675 13.5  
 T=0.8 0.194 0.281 0.438 0.244 0.113 0.538 1.66  
 T=0.841 (Tuned) 0.157 0.231 0.400 0.194 0.081 0.513 0.483  
 Tuned Comparison HEU WGPu 99mTc 131I 60Co HEU+99mTc FP per hour 
 ARAD ((Ghawaly et al., 2022a), Tuned) 0.234 0.180 0.268 0.189 0.130 0.362 0.5  
 AAE (Ours, Tuned) 0.157 0.231 0.400 0.194 0.081 0.513 0.483  
accordingly. In order to get to a false positive rate similar to what we 
saw in the other experiments we would have to raise the threshold to 
0.7 on the discriminator, increasing it to 0.85 sees a decrease the false 
positive rate to 0.392 per hour which is in line with what was done with 
the ARAD model in Ghawaly et al. (2022a) where they set their rate to 
be 0.5 false positives per hour. This false positives per hour threshold 
is set by Department of Homeland security (Department of Homland 
Security, 2016). The bottom two rows of Table  4 shows this comparison 
in full detail.

Our AAE model outperformed the ARAD model on the WGPu,99 mTc,
131I, and HEU masked by99 mTc, while it lags behind on HEU and 
60Co. However, the AAE does so at a slightly lower false positive rate 
per hour. That is, only one false positive is expected every two hours. 
This shows that both the ARAD and our AAE model have merit to be 
used as radiation detection algorithms, with the AAE showing slightly 
better resilience to more varied sources. This dataset is designed to be 
challenging, with many weak simulated sources that are far away from 
the simulated mobile detection vehicle. Even so, our AAE methodology 
did attain results that are comparable to (and in many cases surpass) 
other state-of-the-art radiation anomaly detection models.
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4.3. Deployed model evaluation

We now shift our evaluation to the efficacy of our AAE model when 
used in a real-time system. To run the model in real-time we placed the 
model inside of an API created using the gRPC API framework. We use a 
lightweight hardware system, where the model and API are run locally 
on a UP Xtreme Series board with an Intel Celeron 4305UE at 2 GHz 
and 4 GB of system memory. Events are read directly from the detector 
and passed through the API to the model which returns a probability 
of the detected radioactivity being anomalous. It was desired for the 
system to provide an estimate of the strength of the anomaly to help 
create a way to evaluate how far the detector is from the radioactive 
source. The primary measurement we chose for this is the mean squared 
error (MSE), however this alone would not be enough. To help linearize 
the outputs we introduce log scaling the MSE, as follows:

𝑀𝑆𝐸 = 1
𝑛

𝑛
∑

𝑖=0
(𝑥𝑖 − 𝑥̂𝑖)2, 𝐷𝑒𝑟𝑟𝑜𝑟 = ln (10 ×𝑀𝑆𝐸)

where 𝑥̂ denotes the output of the decoder model and 𝑥 denotes the 
input to the encoder model. We have called this log-scaled MSE the 
𝐷𝑒𝑟𝑟𝑜𝑟. This measure was created from the observation that our model 
typically produces MSE values below 0.1 for background observations, 
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Fig. 6. Deployed output running with and without overlap in the windows. All windows are processed using a five second long window and overlap in bottom 
figure is set to 4 s. The value 𝐷 is shown as a source is moved closer to the system (larger magnitudes) and further away from the system (lower magnitudes). 
To distinguish the 𝐷𝑒𝑟𝑟𝑜𝑟 calculated from the windows with and without overlap they are called 𝐷𝑜𝑣𝑒𝑟𝑙𝑎𝑝 and 𝐷𝑤𝑖𝑛𝑑𝑜𝑤𝑒𝑑 respectively
The radiation source used in experiments is 137Cs.
while radioactive spectra produce values are much greater. This means 
that using the MSE in this way will tend to produce 𝐷𝑒𝑟𝑟𝑜𝑟 values that 
are less than 0 for background spectra and above 0 for radioactive 
spectra.

Additionally, to run this in real-time we needed to slightly modify 
the input into the model. In previous experiments we used exclusive 
5-second windows, however since the model is meant to be used to 
update the direction of travel of a drone this needs to be smaller. To 
account for this we made a slight alteration to uses 5-second windows 
that contain 4 s of overlap with the previous window submitted to the 
model.

The effect of using these overlapping windows is highlighted in Fig. 
6. Here a 1𝜇 Ci 137Cs is moved a long a similar path towards and away 
from the detector with the model running on spectra with no overlap 
and spectra with 4-second overlap. As the source moves away from the 
detector there are relatively lower 𝐷𝑒𝑟𝑟𝑜𝑟 values and 𝐷𝑒𝑟𝑟𝑜𝑟 increases as 
the source gets closer. With no overlap the model is responsive to the 
source moving, but requires the source to move slowly to prevent large 
changes in the 𝐷𝑒𝑟𝑟𝑜𝑟. Using an overlap, we can more effectively tell 
how the source is moving relative to the detector.

4.4. Field testing with large radiation sources

As a part of the project we were able to work with large sources at 
the Rio Robotico event at the ETG ranch, Nine Mile facility. Over the 
course of two events in Fall 2023 and Spring 2024, our research team 
completed several experiments with the model and detector working 
in real-time. Initially, we worked with the system as a handheld device 
recording background and radioactive sources in an environment sig-
nificantly different from those that we had worked with in the DFW 
area.

An approximate map of the ETG ranch radiation set up is provided 
in Fig.  7(left). Three radioactive sources were provided for us to work 
on, those being 3mCi uranium, 3mCi plutonium, and 26mCi 137Cs. 
Background radiation was collected from yellow area demarked on the 
satellite image and was approximately 300 ft from the nearest source 
and 900 ft from the farthest. Background radiation was collected during 
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the day underneath a shaded tent, and we were allowed to walk as 
close as possible to the source for their relative radiation levels. For 
these tests the model was running on a laptop with the same detector 
designed by UT-Dallas, highlighted in Section 1.1 and used in the 
earlier laboratory data collection. This provided an opportunity to not 
only test how the model performed in real-time, but also to work with 
the types of sources that the system might encounter in an operational 
environment.

While at the ETG site we exclusively used the AAE model that was 
trained on data collected from the DFW area. This first plot in Fig. 
7 shows how the AAE model performed while recording background 
at the ETG site. In the post field test period, we were able to train 
a new model that used a background radiation dataset that consisted 
of 25% background from the test site and 75% background from 
DFW. This new version of the model, which is called the ETG model 
was then retested on the background from the ETG site, which is 
shown in the second row of Fig.  7(right). This greatly reduced false 
positives that the model was creating for that location and goes to 
show the adaptability of the model in the training period. For each 
of these models the threshold for detecting radiation was set to 0.5 
probability. While this detection can be improved by properly adjusting 
this threshold, the primary purpose of these field tests is confirming 
the efficacy of the 𝐷𝑒𝑟𝑟𝑜𝑟 and 𝐷𝑜𝑣𝑒𝑟𝑙𝑎𝑝 scores. Fig.  7 illustrates that the 
AAE model is sensitive to training data. We observed that the model, 
when trained only on baseline data from DFW, produced false positives 
when used at the ETG site. To alleviate this drawback, a small amount 
of calibration data was required for tuning the model. This underlines 
a potential limitation of the AAE model (and unsupervised models in 
general)—the diversity of inlier examples must be sufficient to capture 
baseline variations. In our specific application this background data is 
easy to acquire and fine tuning can be carried out on modest hardware.

With uranium and plutonium, we were allowed to be within about 
1 foot of the source while with the 137Cs the closest we were able to 
get was about eight feet. The results of walking around these sources 
are shown in Fig.  8 using the ETG model created after completing the 
field test. The peaks of each of these plots correspond to the point 
of closest approach to the source. For uranium and plutonium, we 
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Fig. 7. The evaluation area and location of radiation sources (left). The background recordings for a model trained in location A (top right) and for a model 
augmented with background labels from the same area, Locations B (bottom right).
Fig. 8. Left: The approximate paths used for the data collection of the figures on the right, marked with times. Right: The visualization of the approach of 
the system to each radiation source. Dots illustrate the quantity 𝐷𝑜𝑣𝑒𝑟𝑙𝑎𝑝 derived from reconstruction error with overlapping windows and solid lines convey the 
probability of the window containing an anomalous point. As can be seen from the figure, the probability is quite sensitive to the approach to the source, while 
the 𝐷 magnitude changes in response to proximity.
detected positive radiation values up to about 8 ft away from the source 
while with 137Cs we detected radiation as far away as 60 ft from the 
source. Additionally, this shows why we need to create a metric for the 
model to use which we can evaluate the distance between the detector 
and the source. When using just the probability there are much more 
stark drops in the probability as the distance changes which are not as 
useful as the much smoother changes seen in the 𝐷𝑒𝑟𝑟𝑜𝑟.

The only difference between the results shown in Fig.  8 and the 
initial results that we had from the AAE model trained on DFW data 
is that the DFW model was shifted higher on both the 𝐷𝑒𝑟𝑟𝑜𝑟 and the 
probability axes. This can be thought of as higher levels of background 
being added to the dataset as being subtracted from the predictions of 
the reanalyzed model. This leads credence to our working hypothesis 
that the input data can be modified in any number of ways to exclude 
location specific variance that might be in the background radiation. 
And that doing these sorts of modifications will not have much of an 
impact on the performance of the model for detecting the likelihood of 
and the distance to radioactive sources.

Ultimately, the field tests at ETG were extremely useful in testing 
how the model performs in environments similar to those it might see in 
operation—albeit with reduced communication frequency. The model 
proved to be resilient to the background environment being changed 
from when it was trained in the DFW area.
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5. Conclusion

In this work, it was shown how small form factor 𝛾-ray detectors 
can be combined with adversarial auto encoders to produce radiation 
sensors with key advantages. In particular, we found that this method-
ology allows for background radiation to be modeled efficiently and 
trained without specific examples of radioactive isotopes. That is, the 
system is trained only with background radiation. In our experiments 
this background was collected for a few hours, but was consistent 
for experiments occurring days after the initial calibration. We found 
several advantages of this methodology, including: (1) the system is 
highly sensitive, showing better sensitivity than other methods applied 
to the same data; (2) the type of 𝛾-ray emission signature does not 
confound the sensor, (3) low intensity sources are still detectable from a 
range of distances and larger emission sources are detectable from long 
distances up to 80 m; (4) the spatial and temporal background variation 
is effectively captured by the adversarial model leading to better sensi-
tivity and fewer false positives; the AAE model generalizes beyond just 
the CsI(Tl) created for this project by UT-Dallas and is potentially ap-
plicable to other detectors as show by the ORNL dataset which is based 
of NaI(Tl) detector. and (6) the materials and electronic equipment are 
orders of magnitude less expensive than current solutions. Each of these 
advantages is addressed and evaluated in the paper. We also note a few 
limitations of our approach. Firstly, our analysis indicates that some 
calibration data may be needed when background radiation changes 
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significantly. Secondly, the AAE model is a deep learning approach 
and therefore requires a significant amount of background data for 
the initial training. Once trained, the fine tuning can be performed 
with a relatively modest dataset. We compare to other similar auto-
encoding methods, showing that adversarial encoding has a few distinct 
advantages in modeling background variability. We hypothesize that 
this is the main reason we are able to achieve greater sensitivity and 
fewer false positives. Our work demonstrates an advancement in the 
detection of unlawful movement of radioactive materials, allowing for 
mobile swarms of detectors to canvas an area and locate unauthorized 
sources.
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