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Abstract. Side channels and covert channels have proven to be dangerous
avenues for the leakage of sensitive information from computing systems. In this
work, we propose and perform an experiment to investigate side and covert chan-
nel possibilities in virtual, enterprise environments. Using a power analysis app-
roach, traces of the power signal from an enterprise-level server rack are exam-
ined in the frequency domain, revealing that electrical power line fluctuations can
be correlated with patterns of system load on a virtual machine (VM) hosted by
a server on the rack. We show the potential for a malicious insider to use this
approach to establish a covert channel for the exfiltration of sensitive data from a
VM. By encoding binary information into the signature of the spectral content of
the power signal while the system experiences varying degrees of CPU load, it is
shown that communication using binary symbols is feasible. The noise resilience
of the channel is evaluated, and it is shown that communication at a rate of at least
1 bit per second is possible using this method.
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1 Introduction

A common term in the field of security is network isolation. Network isolation is the
practice of disconnecting a computer from any external, insecure networks. Sometimes
referred to as “air-gapped,” a network isolated machine is generally understood to be
more secure than a machine connected to a wider, possibly insecure network. Com-
puting systems are air-gapped in order to enhance security for a device which may be
housing highly sensitive data, by reducing the potential attack surface, i.e. cutting off the
possibility for infiltration from external attackers. While this is certainly an advantage of
practicing network isolation, security conscious individuals or companies should avoid
understanding network isolation as a holistic security solution. As is demonstrated in
this paper, even in highly secure, “air-gapped” and virtualized computing environments,
the potential exists for data exfiltration by malicious insiders.
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1.1 Side and Covert Channels

Side channels and covert channels are important concepts to understand in terms of data
leakage from a computing system. Generally speaking, a side channel is a medium by
which information about the state of a computing system is unintentionally present. If
an attacker has access to a side channel, they may be able to gain unauthorized access
to sensitive data through analysis of the side channel, unbeknownst to the victim. Well-
known examples of side channels include information streams such as power consump-
tion measurements and electromagnetic emanations from a computer during operation.
In a side channel attack, a malicious party leverages side channel data to capture sensi-
tive information from a computing system [19].

Related to the concept of a side channel is a covert channel. While a side chan-
nel can be used by an attacker to gather information from a system unbeknownst to
the victim, a covert channel can be established when a source of information leakage
is used deliberately to communicate information by encoding it over a channel that was
not meant for communication [5]. Covert channels are an important area of research
because they provide a means of communication outside the jurisdiction of organiza-
tional security policies. Thus, they can be used to transmit sensitive information to
unauthorized parties. An effective covert channel, by making use of unconventional
means of communication, can be used to leak information while evading detection.

1.2 Covert Channels in Network Isolated Systems

The focus of this work is to investigate, from a defensive perspective, what avenues
of data leakage would still be available to malicious parties even in an air-gapped and
virtual environment. Using an experimental apparatus consisting of an enterprise level
server rack, it is demonstrated that it is possible to establish a covert channel via power
analysis. Our power analysis approach involves capturing traces of the server’s electri-
cal power signal, while a VM generates patterns of system load on one of the servers
in the rack. We show that these patterns of system load have a distinct signature in the
frequency domain of the rack’s power signal, which would enable a malicious insider
to use a binary communication scheme to exfiltrate sensitive data from the VM.

This investigation represents the continuation and extension of research which we
presented in a paper at the 9¢" International Conference on Information Systems Secu-
rity and Privacy [22]. This original paper documented the results of our early research,
identifying the side channel of the server’s power signal and its potential for use as a
covert channel. As an extension of this work, in this paper, we perform extensive addi-
tional experimentation to evaluate the noise resilience of binary communication over
this power-analysis-based covert channel. In particular, we investigate the use of classi-
fication and the hyper-parameters of the classification thresholding that yield accurate
results across a range of background noise.

2 Power Analysis Background

Power analysis research took off with Paul Kocher’s experiments in 1999, which pop-
ularized the concept of using device power information as a side channel to extract
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sensitive information from a computing process. Kocher et al. [11] were focused on the
context of encryption algorithms, showing that the hardware on which the encrpytion
is performed, leaks information about the data being processed via its power consump-
tion. By recording the power consumption of the computing circuitry during encryption,
their research showed that it is possible to extract Data Encryption Standard (DES) keys.
Kocher et al. identified that these kinds of power analysis side channel attacks are made
possible by the nature of the transistors in the computer’s logical circuitry, which con-
sume power when their binary state changes. As such, these kinds of attacks can be
difficult to protect against. More recent examples of power analysis attacks on encryp-
tion algorithms, such as [12,15], show that power analysis remains a relevant area of
research in the field of security.

This type of power analysis research has broad applications in the field of side
channels. In this work, we apply the concept of power analysis to investigate the poten-
tial for extracting information from the power consumption information of a server
rack under operation. In particular, we look at the electrical power line fluctuations
(EPLF) which is generated by a server computer using a switched mode power supply
(SMPS). This EPLF has been used by a number of researchers for identifying electrical
devices and appliances [7, 16] for identifying changes in electrical device signature that
can be repurposed for interaction techniques [2,6], and has been shown to leak infor-
mation regarding television programming [4]. This type of power sensing is typically
described as “infrastructure mediated” because it relies on a single sensing point in a
building’s power infrastructure. Thus, the EPLF sensed from the server is observable
along numerous outlets on the power line. We show how this EPLF might be leveraged
by a malicious insider, to exfiltrate information from a VM on the server rack.

3 Server Rack Setup

In order to test the viability of an EPLF-based covert channel, we make use of a custom-
built, enterprise level server rack. This rack houses several servers, running a bare metal
hypervisor operating system. The power supplies for each server, as well as the network
switches and other rack components, use the rack’s power distribution unit (PDU) that
is connected to a 2U 120 VAC power supply that services the entire rack. This server
rack is, by design, network isolated, i.e. its management network is self-contained, and
not connected to any wider insecure networks. The rack is depicted in Fig. 1.

3.1 EPLF Collection Equipment

In order to record measurements of the power consumption, the rack is plugged into a
surge protector, and our customized power line interface (PLI) module is plugged into
a nearby power outlet on the same circuit breaker. This PLI module is a circuit which
acts a high pass filter, and was constructed based on a design by Gupta et al. [7]. The
filtration effect of this module allows us to collect the high frequency voltage noise
which we expect to be generated by the SMPS of the various servers on the rack. The
PLI module is then connected to an oscilloscope (Picoscope 4000a series), which is
used to record traces of the rack’s electrical power signal via a USB connection to a
laptop. The full EPLF collection equipment is summarized in Figs. 2 and 3.
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Fig. 1. A picture of the server rack used for power analysis experiments.
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Fig. 2. Experimental apparatus for monitoring electrical power signal.
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Fig. 3. A picture of the experimental apparatus, featuring the PLI module, oscilloscope, and laptop.
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4 Covert Channel Simulation Procedure

The purpose of this experimental apparatus is to collect traces of the rack’s electrical
power signal, with the goal of analyzing any correlations between the characteristics
of the signal, and system activity on a server. For this purpose, we spin up a Linux
VM on one of the servers in the rack. As a data exfiltration scenario, we envision a
malicious insider with access to sensitive information on the VM. We hypothesize that
the signature of the rack’s power signal should be characteristically different when the
VM is under high load, versus when it is at idle. If this is the case, it would facilitate
a binary communication scheme, in which binary ones and zeros are encoded into the
binary (high load or low load) state of the VM, which can be extracted from the recorded
power signal.

4.1 Generating System Load Patterns

In order to achieve these states of high and low load on the VM, we use an open
source Linux program called stress-ng [3]. stress-ng is a command line pro-
gram which can be used to generate varying levels of stress on a system. In this case,
we use it to generate system load on the VM with a target CPU utilization percentage.
The goal is to generate a load pattern that, in turn, causes a corresponding variation
in power consumption that is recognizable and distinguishable, even in the presence of
background noise. To accomplish CPU load variations, a shell script is used to initiate
a stress-ng load for a certain time interval, and then to sleep for a subsequent inter-
val. The shell script thus serves to modulate the power consumption profile that varies in
proportion to the CPU load changes. Therefore, the shell script modulator creates states
of high and low power consumption of varying respective duration that are observable
as a power analysis side channel. A particular binary string corresponds to the different
duration times of the high and low load states within the script that can be observed
by monitoring the 120 VAC power line serving as a side channel for exfiltrating the
binary stream of information. For the CPU utilization amount, we use 100% load as the
target, in an attempt to create the starkest difference between the idle and load states
of the VM. The result of using the shell script modulator is that the VM experiences a
sort of CPU utilization square wave, where the utilization (and transitively, the power
consumption) sharply transitions between near 0% and near 100% at a regular period.

4.2 Initial Testing

The first step in our experimentation was to observe the power signal in the frequency
domain, to see if there was any characteristic change in the power signal as the VM
modulated between states of high and low load. This is achieved using a spectrum
analyzer (included with the oscilloscope unit) to monitor the frequency spectrum of the
signal in real-time. Figures4 and 5 show the spectrum analyzer view as captured in
real-time during power consumption modulation. The frequency spectra shown in the
figures range from 0—100 kHz.
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Spike between 30-35 kHz
under idle conditions

Fig. 4. Real-time frequency spectrum during idle conditions showing voltage amplitude (dBu)
versus frequency (kHz) [22].

Figure 4 shows the spectrum analyzer view when the VM is idling. With no high
load tasks running, the frequency spectrum shows a noticeable spike in the range of 30—
35 kHz. Importantly, this spike is not present when the VM initiates a stress-ng load
at 100% CPU utilization, as depicted in Fig. 5. This change was very easily noticeable
by human observation of the spectrum analyzer, as the spike rose and fell, in time with
the high load and idle states of the VM. As an initial result, this was strong evidence
that this EPLF method might have potential for use as a covert channel, in which binary
information could be represented by the load level of the VM.

4.3 Data Collection and Processing

To further assess the possibility for covert communication using this method, we pro-
ceeded to record traces of the power signal from the oscilloscope under varying system
conditions. Because the spike is noticeable in the 30-35 kHz range, a sampling rate of
at least 70 kHz is necessary to exceed the Nyquist rate for this phenomenon. Thus, we
chose to sample the power signal at a rate of 100 kHz. For the system conditions, we
collected several traces while the shell script modulator was running, to capture sim-
ulated covert communication at varying data bit rates. We also captured traces of the
system in a static low or high load state, in order to better characterize the frequency
spectrum of the signal in either state. A Python script, based on a script provided by
the maintainers of the Picoscope SDK package [13], is used to collect the traces on a
USB-connected laptop.

The traces are captured in the time domain, but our analysis is focused on the fre-
quency domain characteristics of the signals. Because these characteristics are changing
over time as the load levels on the VM change, we use a short-time Fourier transform
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Spike is diminished
under full system load

Fig. 5. Real-time frequency spectrum during load conditions showing voltage amplitude (dBu)
versus frequency (kHz) [22].

(STFT) to analyze the spectral content of the signal as it shifts over time. The STFT
works by breaking the time domain signal down into shorter, overlapping segments,
and taking the Fourier transform of each segment. The result is a complex-valued matrix
where each column represents the Fourier transform of the respective segments. A mag-
nitude spectrogram is used to visualize the magnitudes of each value in the matrix.
A magnitude spectrogram is a visualization showing three pieces of information: fre-
quency (vertical axis), time (horizontal axis), and magnitude (color intensity). If covert
communication is feasible using this method, we should expect to see high and low
magnitude bands in the 30-35 kHz region, as the system state alternates between high
and low load. The signal processing procedure is performed using open-source pack-
ages in Python. For signal processing algorithms and spectrogram visualizations we use
Librosa [14] and SciPy [20]. The visualizations are supported by Matplotlib [9] and
Seaborn [21]. Finally, we make use of Numpy for representing the arrays of data during
processing [8].

4.4 Simualated Covert Channel Spectrograms

The first trace of interest captured the power signal while the shell script modulator
operated with a period of one second per system state (high load or idle). This would
correspond to the encoding of binary information at a rate of 1 bit per second. To pro-
cess the signal, we used an STFT with a 2048 point Hamming window (about 20 ms),
75% overlap. Figure 6 shows the resulting spectrogram. Notice that the magnitude is
reported in decibel-Watts (ABW), in order to reduce the dynamic range of the values.
The spectrogram in Fig. 6 shows very clearly that it is possible to encode binary
information into the power signal using the high and low load states on the VM. More-
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Fig. 6. Magnitude spectrogram for covert channel sending symbols at a rate of 1 bit per second
[22].

over, it is possible to read that information simply by human observation of the fre-
quency spectrum of the power signal, as visualized in a spectrogram. The high load and
idle states are easily identified by the regions of low and high magnitude respectively, in
the 30-35 kHz region in the spectrogram. Interestingly, there is also a noticeable spike
in magnitude at 10 kHz, although the frequency range of this phenomenon is not as
wide. Both of these regions of interest in the frequency spectrum might be useful for
quantitatively differentiating between the two system states. As an additional experi-
ment, we also recorded a trace of the power signal with a shell script modulation period
of five seconds. This would correspond to a data bit rate of 0.2 bits per second. The
spectrogram for this trace is shown in Fig. 7.
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40000 20 dBW
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30000
0 dBW
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-20 dBW

10000 -30 dBW

-40 dBW

Time (s)

Fig. 7. Magnitude spectrogram for covert channel sending symbols at a rate of 0.2 bits per second
[22].
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In Fig. 7, the clear regions of high and low magnitude, corresponding with the VM’s
CPU utilization changes, once again show that binary covert communication using this
method is viable.

4.5 Ternary Data Symbols

Aside from changing the length of time per system state, another option to increase the
rate of information transfer over this channel is to use higher-radix data symbols. In
our experimental setup, we test a ternary data symbol communication scheme, in which
three levels of CPU utilization are used to represent three distinct data symbols. This is
accomplished by modifying the shell script to cycle the CPU utilization between idle,
50%, and 100%. Ideally, this should create three discernible states recognizable as data
symbols from observation of the power signal’s spectral content. To test this, a 30 s trace
of the signal was recorded while the shell script modulator alternated between the three
states. Figure 8 shows the resulting spectrogram.

30 dBW
20 dBW
10 dBW
0 dBW

-10 dBW
-20 dBW
-30 dBW

-40 dBW

15
Time (s)

Fig. 8. Magnitude spectrogram for covert channel sending ternary data symbols [22].

The spectrogram for the ternary case is not as easily interpretable as the binary
case by simple human observation. The magnitude values in the frequency ranges of
interest are not clearly discernible as low, medium, and high states. Even so, it may be
the case that a computational approach for state recognition—a machine learning model
for instance—may be able to classify these three system states. Further experimentation
would be required to assess the feasibility of this ternary communication scheme.

5 Binary Information Exfiltration

The magnitude spectrograms show that it is possible to encode information from the
VM by modulating the CPU utilization and observing the system’s EPLF, to extract
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binary data symbols. If a malicious insider were to implement this covert channel
for data exfiltration, they would need a method to decode the binary information from
traces of the power signal. This could be done by classifying the observed EPLF of
the system at a given time as either a O or 1. Thus, the next step in our analysis is to
devise such a classification model, and evaluate its performance under varying con-
ditions. For this purpose, we use an ROC curve to determine classification thresholds,
and measure the area under the ROC curve (AUC) and classification accuracy as perfor-
mance metrics. We also evaluate the resilience to noise by simulating noisy conditions
using additive white Gaussian noise (AWGN). Finally, we perform a hyperparameter
search to optimize the classifier to operate under the most noise resilient classification
framework.

5.1 Classification Task Formulation

In the practical application of a covert channel, a classification model would need to
classify segments of a captured signal as either a low power consumption state, or a
high power consumption state as affected by the CPU utilization of the VM. These high
and low states will be represented with labels of 0 and 1, representing the data bits
present within the channel.

The length of the signal segment per data symbol could be variable depending on
the application, and levels of background noise. For generalization purposes, we define
a sample as one column of the STFT matrix. Each column of the STFT is representative
of the spectral content of the signal over a small interval of time. The length of time rep-
resented by each column is dependent on the time resolution of the STFT, determined
by the window length and percent overlap used in the STFT. Under this framework, the
high and low states of the system would be recognized by the signature of their spectral
content.

5.2 Samples and Scoring

First, the raw signals in the time domain are used to create an STFT matrix. For initial
testing, the free parameters of the STFT are kept the same as described previously for
the creation of spectrograms. Given two STFT matrices, one for the idle signal and one
for the load signal, we can extract samples of either class, and use an ROC curve to
evaluate the classification performance at varying classification thresholds.

Each column of the STFT is labeled as either O or 1, based on the signal from
which the STFT is computed. The second piece of information needed for an ROC
curve is a score for each sample, which determines the predicted class based on a given
scoring threshold for dividing the classes. For this purpose, we develop a methodology
for scoring samples based on their spectral content.

5.3 Computing a Spectral Content Signature

In order to achieve this objective, we compare the spectra of the idle and load signals
and determine the frequency ranges of interest where the signals are most distinct in the
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frequency domain. This process is essentially a computational approach for what was
observed in Figs. 4 and 5, where it is possible to visually distinguish the system state by
human observation of the spectrum analyzer display.

This can be achieved computationally by taking a small sample (5%) of the traces
that capture the system in a static state (idle or load). From each of the samples of
these traces, we compute the STFT, logarithmically scale the result, and average the
magnitudes across the time frames of the STFT. The result is a single spectrum, repre-
senting the average logarithmically scaled magnitudes of the Fourier coefficients from
each time frame (column) of the STFT. When this process is accomplished for the
signals for each system state, the results can be subtracted to produce an array of the
difference (measured in dB units) between the two spectra. From this array of differ-
ences, we select the frequency bins to use for classification if the difference surpasses
a given difference threshold specified with a dB unit that serves as a hyperparameter
of the classification process. This process is visualized in Fig. 9. Once the frequency
bins have been selected, the remaining 95% of the time domain signals are used for
assessment of classification performance.

Average Spectral Content Spectral Difference: idle — load

— Idle
-30 Load 15 4

Power (dBW)
Difference (dB)

0 10000 20000 30000 40000 50000 0 10000 20000 30000 40000 50000
Frequency (Hz) Frequency (Hz)

Fig. 9. Comparison and subtraction of mean spectral content from the STFT.

Figure 9 shows, on the left, the comparison of spectral content between the idle
and load signals by averaging across the time frames of the STFT. This corresponds
roughly with the real-time spectrum analysis view. On the right is displayed the sub-
traction of the averaged spectra. This difference plot visualizes the regions of the signal
in the frequency domain where the spectral content is most distinct. As could have been
expected from the spectrum analyzer snapshots in Figs. 4 and 5, the difference is, once
again, most pronounced at 10 kHz and 30-35 kHz. Given the difference between the
two signals at a set of frequency bins where the difference exceeds a chosen threshold
value in dB, the mean value of the frequency bins should summarize the distinction
in a singular value. Thus, the score is defined as the mean magnitude in dBW of the
selected frequency bins. For assessing classification performance in this task formula-
tion, we use an ROC curve to test different thresholds in the dynamic range of the score
as classification boundaries, to get an understanding of the generalized performance of
a classification model on this data.
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6 Evaluating Noise Resilience

Since the signals are quite distinct in the frequency domain at certain ranges, it would
not be unexpected for the ROC curve to show near-perfect performance under the
relatively noise-free testing environment. The data for this experiment is collected
under ideal conditions with minimal background noise obfuscating the signal. In a prac-
tical application of a covert channel however, there would likely be significant back-
ground noise from other VMs running on the same host machine, or different host
machines in the server rack that share the same power source. Accordingly, this inves-
tigation would be incomplete without attempting to quantify the classification process’
resilience to noise.

For this purpose, we use AWGN to simulate the addition of noise to the signal.
By adding a random noise vector to the signal in the time domain that conforms to a
Gaussian distribution to simulate white noise, we can observe the decline in classifica-
tion performance as the SNR decreases. This observation will provide an idea of how
effective the covert channel would be under more realistic, noisier conditions. It also
provides a point of comparison between the classification methodologies.

Quantitatively, there are two metrics that we use to measure the performance under
noise conditions: area under the curve (AUC) of the ROC curve, and accuracy. Accuracy
is calculated by using the classification threshold of the equal error rate to predict a O
or 1 for each sample, and computing the percentage of correct predictions. For ROC
analysis and metric calculations, we use an open source machine learning package in
Python, scikit-learn [17].

6.1 Noise Results with Static STFT Parameters

As outlined above, the classification procedure uses the mean of the magnitude in dBW
of the Fourier coefficients at the frequency bins of interest as a sample. We test a range
of SNR values from 20 dB down to -5 dB.

ROC Curve at Varying SNR Detection Performance vs. SNR
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Accuracy
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Fig. 10. Classification metrics for initial STFT parameter selection with AWGN.

Figure 10 shows the ROC curves for increasing noise levels on the left. On the
right, the AUC and accuracy (vertical axis) are plotted against decreasing SNR on the
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horizontal axis. These plots visualize the decaying classification performance as noise
increases. From a visual point of view, a more noise resilient classification method
should show a higher-valued knee for the ROC curves and a more gradual downward
slope for AUC and accuracy against decreasing SNR. The ROC curves show that the
classification is near-perfect until the SNR reaches about 20 dB. As the SNR decreases
past 20 dB, the performance deteriorates, and the AUC score reaches random chance
levels (0.52) by —5 dB. Given this promising initial result, we investigate methods for
optimizing the classification performance under noisy conditions.

6.2 Noise Results Using DPSS Windowing

One method for improving performance could be to apply windowing in the frequency
domain in an attempt to reduce the effect of noise. For this purpose, we use a multi-
tapering approach with the discrete prolate spheroidal sequences (DPSS) [18]; i.e., a
specific sequence of window functions designed to reduce STFT noise. The classifi-
cation procedure is similar using DPSS, except the STFT is transformed by multiply-
ing each complex-valued column by several DPSS tapers, and taking the mean of the
products. The DPSS tapers are computed according to the following free parameters in
Table 1:

Table 1. Parameter selection for DPSS windowing.

Parameter Value
Window Length 2048

Standardized Half Bandwidth (NW)|500.0
Number of Windows (K qx) 5

Each column in the STFT is multiplied element-wise by the first K,,,, tapers in
the DPSS sequence, to produce K,,,, products. The mean of the products across each
frequency bin is taken to produce a single complex-valued vector of Fourier coeffi-
cients. The mean of the logarithmically-scaled magnitudes is understood as a sample
in this method. After the DPSS pre-processing is complete, the same noise resilience
testing procedure is applied. Figure 11 shows the classification performance with DPSS
windowing in the frequency domain.

Initially, these results seem to indicate that using DPSS does not seem to have a sig-
nificant impact on the classification performance. To confirm this indication, we observe
the weighted averages of the AUC scores, using weights that increase linearly with
SNR, as a measure of noise resilience. After performing classification with and with-
out multi-tapering, the weighted AUC score is calculated to be equal for each method,
with a value of 0.63 for a SNR range of 20dB down to —5dB. Thus, it can be con-
cluded quantitatively in this scenario that multi-tapering with DPSS does not offer any
significant improvement in terms of noise resilience.
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Fig.11. Classification metrics for initial STFT parameter selection with DPSS windowing
applied.

7 STFT Parameter Optimization

In addition to applying multi-tapering in the frequency domain with DPSS, another app-
roach for potentially improving classification performance is adjusting the parameters
of the STFT. The methodology so far has assumed a static free parameter selection for
the STFT. However, there are different approaches in terms of window length, window
type, and overlap percentage that are worth investigating as well to see if there is an
effect on classification performance.

Moreover, these parameters have a direct effect on the frequency resolution, and
time resolution of the STFT, which in turn affects the theoretical data bit rate of the
channel. For these experiments, we match the window length to the FFT (fast Fourier
transform) length, i.e. the number of Fourier coefficients which are computed from
segments of the time domain signal. For this reason, a larger window length equates
to a more precise frequency resolution, since each frequency bin represents a smaller
portion of the frequency range of the signal. However, this also means that the time
resolution and the frequency resolution of the STFT are inversely correlated; as the
frequency resolution becomes more precise, the time resolution becomes less precise,
and vice versa. This occurs since a larger window length means that the signal is broken
up into larger segments in the time domain, so the resulting time frames (columns) of
the STFT represent larger intervals of time.

Because of this phenomenon, we can expect a trade-off between noise resilience,
and the theoretical data bandwidth of the covert channel as consistent with Shannon’s
SNR versus data rate theorem. That is to say, a better frequency resolution should result
in superior classification performance at lower SNR, since there are more frequency
bins to use in differentiation of the system states. On the other hand, a better time reso-
Iution results in a better theoretical data bandwidth. For this experiment, we define the
theoretical data bandwidth as the maximum bit rate, measured in bits per second, that
could be possible within the covert channel, given the time resolution of the STFT. This
is calculated based on the window length, and overlap percentage. Given a window
length N, a percent overlap p, and a sampling frequency f; (the sampling frequency is
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100 kHz throughout all trials), the theoretical data bandwidth of the channel, in bits per
second, is calculated as shown in Eq. 1.

N -1
Bandwidth = [— (1- p)] (1)
[s

Thus, when optimizing the free parameters, we have two inversely proportional
objective functions to consider: data bandwidth, and classification performance (AUC).
In the following section, we provide details of our procedure for testing hyperparameter
selections in order to observe the trade-off between data bandwidth and classification
performance. After optimization, we use the optimal parameters for classification per-
formance to assess the overall noise resilience of this channel.

7.1 Procedure

In Python, we make use of a package called Optuna [1] for the purpose of parameter
optimization. Similar to the previous tests using AWGN, we assess the classification
performance as noise increases (SNR decreases). The most noise resilient model is the
one whose performance deteriorates the least as the SNR decreases. We quantify this by
classifying the system state at different noise levels for each set of parameters. Then the
classification performance is summarized by taking the weighted average of the AUC
scores over the SNR range. The weights increase linearly as the SNR decreases, so that
the AUC for lower SNR values factors more heavily into the overall score.

While the classification performance is determined by experimentation with simu-
lated noise, the theoretical data bandwidth is deterministically calculated using a given
set of STFT hyperparameters, as shown in Eq. 1.

When optimizing a set of hyperparameters, Optuna performs an automated analysis,
in which some number of trials is performed, each trial representing a selection of values
for the hyperparameters. When finished, the value of the objective function is reported
for each trial. When all trials have completed, the best hyperparameter values can be
determined by examining the trials with the highest objective function scores. In our
case, a trial consists of the following steps:

1. Select test values for the hyperparameters
2. Determine the frequency bins that will be used for classification
3. For each SNR in the range of 10 to —20 dB (increments of 1 dB):
(a) Add noise to the time domain signals to achieve the given SNR
(b) Take the STFT of each signal and score each time frame by the mean of the
magnitudes in dBW at the selected frequency bins
(c) Report the AUC for this SNR value
4. Report the weighted average of the AUC scores for all SNR, and the theoretical data
bandwidth for this selection of hyperparameter values

7.2 Hyperparameters

Aside from the parameters of the STFT, another hyperparameter that may affect classi-
fication performance is the difference threshold at which frequency bins are selected for



176 Z.D.J. Wolf et al.

inclusion in the calculation of the mean spectral content. As was portrayed in Fig. 9, the
selected difference threshold value is determined by averaging across the time frames
of the STFT for a sample of the idle and load signals, and subtracting the two spec-
tra, which produces an array of the differences between the two signals in dB. If the
difference in dB is greater than or equal to the difference threshold, than the frequency
bin represented at that index is considered in the computation of the classification score.
Thus, the difference threshold may be an important hyperparameter to consider for opti-
mization.

In summary, the four hyperparameters that we optimize over are: window length,
window function type, overlap percentage, and difference threshold. Each hyperparam-
eter is assessed with a different range of possible values in order to find the most optimal
combination.

Table 2. Summary of hyperparameters and the range of values used for testing.

Hyperparameter Possible Values

Window Length [2048,131072]

Window Type {Hann, Hamming, Blackman}
Overlap Percentage {0%, 25%, 50%, 75%, 90%}
Difference Threshold>1 dB

7.3 Optimization Results

After performing a study consisting of 200 different selections of hyperparameter val-
ues, we found that the most important factor is the window length. In Optuna, the
parameter importances can be calculated using fANOVA [10], a method for evaluat-
ing the importance of a model’s hyperparameters. Figure 12 shows the importance of
the parameters relative to the weighted average of the AUC scores.

Hyperparameter Importances

o LE"gm_ |
Percent Ovev\ap. 0.06
Window Funcuon. 0.06

0 01 02 03 04 05 0.6 0.7 08 09

Hyperparameter

Importance for AUC

Fig. 12. Hyperparameter importance scores according to fANOVA.
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This result confirms that window length is by far the most important factor. Win-
dow function and overlap percent are not completely unimportant, but their impact on
classification performance is not as significant as the window length. This is further con-
firmed by examining the Pareto frontier plot for the study. The Pareto frontier shows the
result of each trial in terms of its theoretical data bandwidth, and classification perfor-
mance.

Pareto Front

500 1 .
Window Length
25000
400 - ® 50000
® 75000
® 100000
300 A ® 125000

200 A

100 A

Theoretical channel bitrate (bps)

@ eee o
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0.50 0.55 0.60 0.65 0.70 0.75 0.80 0.85

Fig. 13. Pareto frontier plot showing theoretical bit rate vs. weighted AUC score. Each trial is
colored by its window length.

Figure 13 shows the Pareto frontier plot, with the trials colored by their window
size. The trend is clear: a larger window size results in better classification perfor-
mance. Trivially, a smaller window size results in a better data bandwidth (this was
computed deterministically), which comes at the cost of classification performance. The
best hyperparameter values for maximizing the objective functions (weighted AUC and
theoretical bit rate), are the points which reside on the Pareto frontier, i.e. the points on
the curve which are not dominated by any others [1]. The hyperparameter values on the
Pareto frontier are shown in Table 3.

Judging by classification performance, the best set of parameters found in the study
are summarized in Table 4.

Using this parameter selection, we can visualize the classification process relative to
noise levels, to get a better understanding of the best possible noise resilience. Figure 14
shows the ROC curves and the AUC/accuracy plotted against decreasing SNR.

The AUC and accuracy are initially near perfect, gradually decreasing until the SNR
reaches about —7 dB. At this point, the accuracy score starts decreasing sharply. The
AUC starts trending downwards as well around —10 dB, and both metrics reach random
chance levels by —30dB. This means that with these parameters, a malicious insider
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Table 3. Hyperparameter values for the trial runs on the Pareto frontier.

Window LengthWindow Type|Overlap Percentage Difference Threshold (dB) Weighted AUC Theoretical bit rate (b/s)
2048 Blackman  90% 8.5 0.542 488

4096 Hamming  |90% 9.5 0.574 244

8192 Hann 90% 16.0 0.605 122

16384 Hamming  90% 17.5 0.665 61.0

32768 Hann 90% 22.5 0.744 30.5

65536 Hann 90% 20.5 0.786 15.3

131072 Hamming  90% 17.5 0.881 7.63

Table 4. Optimal hyperparameter values.

Hyperparameter Best Value
Window Length 131072 (2'7)
Window Type Hamming

Overlap Percentage 90%
Difference Threshold|17.5 dB

that is exploiting a covert channel for unauthorized data exfiltration could expect near-
perfect symbol detection accuracy up to an SNR of about —8 dB. After this point, accu-
racy would decrease sharply, but it would still exceed random chance classification until
around -30dB SNR. It may be possible to achieve even better noise resilience using
larger window sizes, however, because we only tested a 1s period per system state
in our experiments, at this time it makes sense to evaluate the noise resilience of the
covert channel when the window size is close to this one second period (a window size
of 131072 is about equal to 1.3 s at our sample rate of 100 kHz).

ROC Curve at Varying SNR Detection Performance vs. SNR
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Fig. 14. ROC curves and classification metrics vs. SNR for optimal hyperparameters.
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8 Conclusion

With the parameters optimized for noise resilience, we found that the maximum theo-
retical bit rate for communication would be about 7.63 bits per second, as determined
by the time resolution of the STFT. This number represents the maximum rate of noise-
less communication a malicious insider would be capable of, assuming it was possible
to alternate between systems states over seven times per second. Future experimenta-
tion would be required, however, to analyze just how quickly the system could alter-
nate between recognizable states of high and low power consumption in a way that
is interpretable by analysis in the frequency domain as we have shown thus far. This
would provide a better estimate of the maximum rate of covert communication using
this channel. At this time, however, we can conclude that it is possible to exfiltrate
binary information using this method, at a rate of at least 1 bit per second, with a high
degree of resilience to background noise, such that greater than 95% accuracy when
recognizing data symbols would be possible even at an SNR of —8 dB.

8.1 Data Capture Constraints

Side Channel Mechanism. One topic that warrants further investigation is the mecha-
nism that causes this side channel. It is our hypothesis that the explanation for why this
covert channel security exploit is viable lies in the response of the SMPS to increased
power consumption on the server. The power supplies for the servers in the rack are
equipped with cooling fans, which are designed to dissipate heat from the components
in the power supply unit. When the VM increases its CPU utilization, it should cause
the power supply’s fan array to receive increased power, in order to dissipate the excess
heat. We hypothesize that what is enabling this exploit is a rapid change in the fan’s
speed in response to the system load on the VM. The spike observed in Fig. 4 is likely
the fan’s signature in the frequency domain. When the spike “dissipates,” we speculate
that it is actually moving to a higher frequency (beyond the Nyquist frequency) due to
the increased power draw as the fan array receives more power to increase its speed.
More specifically, because a sampling rate of 100 kHz was used to capture all of the
traces in these experiments, we cannot detect any phenomena in the frequency domain
whose frequency is higher than 50 kHz—the Nyquist frequency for our sampling rate.
If this hypothesis is correct, the sampling rate used in our experiments was not suf-
ficient to capture the spike moving to a higher frequency location in the spectrum. A
future experiment could test this hypothesis by sampling the power signal at a higher
sampling rate to see if the spike from higher power consumption becomes observable.

Experimental Background Noise Conditions. While our experiments show promise
as a proof of concept, our test cases represent somewhat ideal circumstances that may
not be typical of an enterprise computing environment. We performed an initial inves-
tigation of this limitation by simulating noise conditions with additive white Gaussian
noise. While these simulations produced interesting and promising results, they only
offer a prediction of how the covert channel could perform under more realistic cir-
cumstances. Future research could take the next logical step and evaluate the feasibility
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of the channel under practically implemented background noise conditions, by pow-
ering up and stressing other virtual machines within the rack during a communication
session using the covert channel to simulate normal conditions. These results could be
compared to our predictions based on noise simulation.

We have performed initial testing with some background noise conditions, but not
enough data was collected for a full evaluation. Thus, a more extensive exploration
should be done before drawing conclusions about the effectiveness of using this side
channel for data exfiltration in a typical enterprise computing environment with mul-
tiple servers running. However, at the present time, our experiments and simulations
indicate that this method poses a potential security risk for network-isolated, enterprise
computing systems, and warrants further investigation.
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