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Abstract—With the increasing popularity and great economic benefit from vulnerability exploitation, it is important to study mobile

vulnerability in the mobile ecosystem. Beyond the traditional technical solutions such as developing technologies to identify potential

vulnerabilities, discover the widely available exploitations and protect consumers from attacks, constructing the vulnerability market, a

marketplace for vulnerability discovery, disclosure and exploitation, has been considered as an effective approach. Therefore,

understanding the mechanism of the vulnerability market for further optimizations is attracting attentions from both academia and

industry. Since mobile ecosystem is playing an increasingly important role for the daily life, this paper aims to understand the evolution

of the mobile vulnerability market in a data-driven approach, aiming to identify the important issues for further research. Specially, a

five-layer heterogeneous network, consisting of the software vendors, products, public disclosed vulnerabilities, hunters, organizations

and their relations, is established to formally represent the evolution of the mobile vulnerability market. Based on the data collected

from a variety of agencies, including NVD, OSVDB, BID and vendor advisories, a comprehensive empirical analysis is reported,

focusing on the growth of the mobile vulnerability market as well as the interactions between mobile and other PCs platforms. Finally,

suggestions drawn from the observations, including security evaluation for code reused, data leaking protection and permission

overuse identification, hunter’s strategy and behavior understanding, information sharing and external workforce hiring, as well as

cross-platform vulnerability digging are discussed for further security enhancement.

Index Terms—Mobile vulnerability market, heterogenous network, exploratory empirical study, sociotechnical system

Ç

1 INTRODUCTION

INFORMATION security has become increasingly important
for the current business environment supported by the IT/

OT system[7].With the rapid growth of themobile computing
techniques, users nowadays are heavily relying on the mobile
ecosystem to perform a variety of tasks, not only for fun but
also for their daily life such as accessing social networks, run-
ning business operations, dealing with financial services, etc.
[23], [57]. Globally, mobile digital media has recently sur-
passed desktop and other media [31]. Consequently, more
andmore valuable information assets are stored in themobile
ecosystem [53], [58]. However, due to the inherent vulnerable
characteristic from the IT/OT system[45], the potential vul-
nerabilities for the mobile ecosystem may be discovered and
exploited by attackers resulting into huge economic loss or
private information leakage. As the golden rule saying “the
more widely a technology is used, the more likely it is to become

target of hackers to make the potential security threats a reality”
[33], the increasing popularity and great economic benefit
from vulnerability exploitation make the mobile ecosystem
more and more attractive to hackers. The Symantecs 2015
annual threat report shows a significant increase of security
threat in mobile ecosystem. More than one million malicious
Apps, including 46 new families of Android malware, have
been identified in 2014 alone. Therefore, the security in the
mobile ecosystem is becoming a serious and crucial issue for
both academia and industry.

Beyond the technical solutions such as developing technol-
ogies to identify potential vulnerabilities, to discover the
widely available exploitations and to protect the consumers
from attacks [24], [41], [49], [52], constructing an effective vul-
nerability market, a marketplace for vulnerability discovery, dis-
closure, exploitation, sharing and patching [3], has been
recognized as an effective approach to solve the slow technol-
ogy adoption problem [6], [17], [39]. Therefore, besides that
the software vendors will publicly disclose vulnerability and
patching information, many agencies have emerged to collect
and share vulnerability information, such as the Computer
Emergency Response Team (CERT),1 Security Focus (BID),2

the National Vulnerability Database (NVD)3 and the Open
Sourced Vulnerability Database (OSVDB),4 etc. Additionally,

� K. Huang is with the School of Computer Science and Technology, Tianjin
University, Tianjin 300072, China, and the Sloan School of Management,
Massachusetts Institute of Technology, Cambridge, MA 02139, USA.
E-mail: keman.huang@tju.edu.cn, keman@mit.edu.

� J. Zhang is with the Department of Electrical and Computer Engineering,
Carnegie Mellon University, Moffett Field, CA 94035.
E-mail: jia.zhang@ sv.cmu.edu.

� W. Tan is with the IBM Thomas J. Watson Research Center, Yorktown
Heights, NY 10598. E-mail: wtan@us.ibm.com.

� Z. Feng is with the School of Computer Software, Tianjin University,
Tianjin 300072, China. E-mail: zyfeng@tju.edu.cn.

Manuscript received 17 May 2016; revised 27 Oct. 2016; accepted 23 Dec.
2016. Date of publication 30 Dec. 2016; date of current version 12 Feb. 2020.
Digital Object Identifier no. 10.1109/TSC.2016.2646687

1. http://www.kb.cert.org/vuls/
2. http://www.securityfocus.com/bid
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due to the effectiveness of hiring external experts to hunt
down the vulnerabilities [21], some companies such asMicro-
soft, Facebook, Google and Twitter etc. are launching bug
bounty program to reward the external hunters for reporting
their discovered vulnerabilities. As the vendors are altered
before the vulnerabilities are publicly aware, they have
enough time to fix the flaws before they are exploited. Hence
we can observe a rapid development of the vulnerabilitymar-
ket nowadays.

Many efforts have been reported to understand the mech-
anism of the vulnerability market [10], [11], [47], [51], [54].
However, most of the existing researches only focus on the
vulnerable ecosystem about the vulnerabilities, affected
products or software vendors, while the discovery ecosystem
focusing on vulnerability hunters and organizations is somehow
overlooked. Some recent works start to pay attention to the
hunters to understand their behaviors in bug bounty pro-
grams [21], [56]. However, the vulnerable ecosystem and the dis-
covery ecosystem are still discussed separately, while in fact they
together make up a comprehensive vulnerability market. Addi-
tionally, since the desktop PCs are still the main target of
cyber attacks over the past decades, most current literature
only takes the software industry as a whole and no special attention
is paid to the mobile vulnerability market. Given the fast annual
growth rate, the possibility of virus breakouts in the mobile
ecosystem is rising [48]. Our previous study observes a rapid
growth of mobile vulnerability market [30] and the industry
is beginning to notice the importance of the mobile security.
For example, Google announced its bug bounty program
focusing on the Android system in June 2015.5 Furthermore,
due to the explosive growth of the mobile ecosystem, most
app developers are often lack of formal training in software
engineer [37] which resulting into potential risk for end-
users. Also, unlike the PCs platform, the mobile ecosystem is
a typical platform-centric ecosystem that Android andApple
iOS are the twomain cores in the ecosystem.

Therefore, the goal of this paper is to investigate the growth
patterns in the mobile vulnerability ecosystem to identify the
urgent issues for further security enhancement. First, comb-
ing the vulnerable ecosystem and the discovery ecosystem, a
five layer heterogeneous network is established to formally
describe the mobile vulnerability market. Based on the pro-
posed network model, we formally model the growth of
mobile vulnerability market as the evolution of the network
series. Since the Google Android, Apple iOS and Microsoft
Windows Phone are the main platforms in the mobile ecosys-
tem,we collect the publicly disclosure vulnerabilities relevant
to these three platforms from various agencies to form a com-
prehensive data set for the empirical study. Then we conduct
an exploratory network-based analysis, focusing on 1) the
growth of the mobile vulnerability market to understand the evolu-
tion patterns; and 2) the intersection between mobile and other PCs
platforms to understand the migration between mobile and PCs.
Finally, based on the observations, suggestions about the fur-
ther actions for software vendors, security hunters and
researchers are discussed, aiming to improve the security sit-
uation in themobile ecosystem.

In summary, the main contribution of this paper is the
first comprehensive empirical study about the mobile

vulnerability market for further security improvement, con-
sisting of:

� A heterogeneous network model to formally repre-
sent the mobile vulnerability market,

� A systematical analysis to understand the growth of
mobile vulnerability market and the migration
between mobile and other PCs platform,

� Suggestions drawn from observations for further
security enhancement.

The remainder of this paper is organized as follows.
Section 2 discusses the related work. Section 3 presents the
network model and research questions. Section 4 shows the
data collection and overview. Section 5 reports the empirical
study about the market growth. Section 6 discusses the
intersection between mobile and PCs. Section 7 identifies
the important issues. Section 8 concludes the paper.

2 RELATED WORKS

2.1 Vulnerable Ecosystem

With the debate on whether vulnerability disclosure pro-
grams can improve the overall security [32], many works
have been presented to understand the activities of vulnera-
bility discovery, patching and exploitation, etc. Based on
the 1,675 vulnerabilities in the ICAT6 dataset, Rescorla
showed that there exists very weak or no evidence for vul-
nerability disclosure benefit [42]. Neuhaus and Plattner col-
lected vulnerability reports for Mozilla, Apache httpd, and
Apache Tomcat and their results showed that the vulner-
abilities is not declining after the vulnerability disclosure
[38]. Bilges research showed that attacks exploiting particu-
lar zero-day vulnerabilities increased by as much as 100,000
fold after their disclosure [11].

On the other hand, public disclosure of security informa-
tion inspires software vendors to repair vulnerabilities and
build more secure products [13]. Ozment and Schechter
found the social benefit for the vulnerability discovery in
the foundational code of OpenBSD [40]. Based on the pub-
licly disclosed vulnerability information between 1996 to
2007, Frei et al. presented a security ecosystem including
discovers, markets, criminals, vendors, security information
providers and the public, demonstrating the importance of
the security information providers [22]. Cavusoglu et al.
[14] argued that the responsible vulnerability disclosure
policy ensures the release of a patch. Arora et al. further
showed that the vulnerability disclosure can speed up the
vendors response rate [8]. Shahzad et al. [45] constructed a
larger-scale study of the evolution of the vulnerability life
cycle based on the vulnerabilities disclosed till 2011, show-
ing the improvement of the security in the whole software
industry and the software companies are becoming more
agile in responding to the discovered vulnerabilities.

Due to this double-edged sword characteristic that vulner-
ability disclosure has both positive and negative effects, some
researchers turned to study the mechanism of vulnerability
disclosure to optimize the social benefit. Arora et al. [9] devel-
oped a framework to optimize the disclosure timing. Kannan
and Telang showed that some regulatory guidelines are nec-
essary for proper vulnerability disclosure and the payment

5. www.google.com/about/appsecurity/android-rewards/ 6. ICAT is now known as the National Vulnerability Database.
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for vulnerability discovery can encourage the growth of
benign identifiers [32]. From a different perspective, some
researchers tried to employ the publicly disclosure informa-
tion for vulnerability identification and severity assessment
[12], [41], [43], [52]. Based on the features extracted from the
public disclosure vulnerability information, Bozorgi et al. [12]
employed SVM to predit whether the disclosed vulnerability
will be exploited, which is helpful for vulnerability assess-
ment. Sabottke et al. [43] introduced the Twitter-based exploit
detector, which used the discussion on Twitter to detect the
active exploits in the realworld.

2.2 Vulnerability Discovery Ecosystem

As discussed in [14], an early discovery of vulnerability can
increase social benefits. Based on a code review experiment
on a small web application with 30 subjects, Edmundson
et al. showed that a large group of white hats can discover
the potential vulnerabilities in a more effective way [25]. By
analyzing the Google Chrome vulnerability reward pro-
gram and the Mozilla Firefox vulnerability reward program,
Finifter et al. [21] confirmed the effectiveness of hiring exter-
nal experts to discover the potential vulnerabilities. There-
fore, we can observe that more and more companies have
built security response team or launched the bug bounty
program to reward the outside security researchers for the
discovered vulnerabilities. Consequently, some third-party
bug bounty platforms such as HackerOne,7 BugCrowd,8

Wooyun,9 Sobug,10 Vulbox11 etc. are built to host the bug
bounty programs for different companies to attract white
hats to dig potential vulnerabilities. Zhao et al. [56] collected
the publicly available data from Wooyun and HackerOne to
study the white hats characteristics, trajectory and impact.
Their results showed that the continuously growing white
hat communities are providing significant contributions to
organizations from different sectors and the monetary
incentive plays an important role to attract the white hats.

2.3 Mobile Vulnerability Market

Though some works have been presented to understand the
vulnerability ecosystem, most of them take the software
industry as a whole and no special attention is paid to the
mobile vulnerability market. Due to the rapid growth of the
mobile ecosystem, researchers start to study its patterns.
Zhang et al. [54] first uncovered themysterious Android root
providers to understand and characterize the risk of the
well-engineered exploits from the root providers. Our previ-
ous work [30] showed an overview of the Android-relevant
vulnerability market, especially about the Android’s vulner-
able ecosystem. Wang et al. [50] technically demonstrated
the threats that mobile devices can be infected by the con-
nected compromised PCs so that the PC-side exploits can
become dangerous for themobile ecosystem.

In this paper, unlike these works discussing the vulnerable
ecosystem and discovery ecosystem separately, based on the
data we collected, we combine them to formally study the
mobile vulnerabilitymarket, focusing on its evolution:

� Q1: How does the mobile vulnerability market grow
over time? How do the relations change?

� Q2: How does the mobile vulnerability market inter-
act with other PCs platforms, especially how do the
intersected products/hunters migrate?

3 NETWORK MODEL AND RESEARCH QUESTION

3.1 Mobile Vulnerability Market

As shown in Fig. 1, the same to the traditional software, in
the mobile vulnerability market, the vendors release soft-
ware products to fulfill specific requirements. The potential
vulnerabilities may be discovered by the vulnerability hunt-
ers, who could be workforces belonging to the software ven-
dors, third-party experts or hackers. Hunters can alert the
software vendors directly or through third-party platform
so that vendors can fix the vulnerability by offering patch-
ing before the public disclosure. On the other hand, hunters
may sell the vulnerability in the black market where exploi-
tations are developed to attack the consumers resulting into
damage. Also, hunters can publicly disclose the vulnerabil-
ity through third-party platform, intending to speed up the
vendor’s response and patching developing progress.
Therefore, the mobile vulnerability market is a dynamic
marketplace driven by the interactions among vendors, soft-
ware products, vulnerability and hunters. We need to com-
bine the discovery ecosystem and the vulnerable ecosystem
to understand the insight of this market. Additionally, hunt-
ers can be individual researchers or belong to some security
organizations. Therefore, as shown in Fig. 2, we can for-
mally construct a heterogeneous network model consisting
of the vendors, software products, vulnerabilities, hunters
and organizations as well as their relations to present the
mobile vulnerability market:

Definition 1 (Heterogeneous Network Model for Vul-
nerability Market). Mobile Vulnerability Market can be
modeled as a heterogeneous network G ¼ fS; P; V;H;O;Rsp;
Rpv; Rvh; Rvo; Rhog where S refers to the vendors, P refers to
the software products, V refers to the vulnerability set,H refers
to the hunters, O refers to the organizations. Rsp refers to
release relations between vendors and products, Rpv refers that
the products are allocated with vulnerabilities, Rvh means that
the vulnerability is discovered by a hunter, Rvo represents the
vulnerability is discovered by an organization and no specific
hunter is allocated, Rho refers that the hunter belongs to an
organization.

Due to the complexity of the software product, the dis-
covered vulnerability may come from different flaws.

Fig. 1. Overview of mobile vulnerability market.

7. https://hackerone.com/
8. https://bugcrowd.com/
9. http://en.wooyun.org/
10. https://www.sobug.com/
11. https://www.vulbox.com/
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Therefore, in this paper, we identify the different types of
vulnerabilities based on the Common Weakness Enumera-
tion Specification (CWE)12 and then construct their hierar-
chical structure, as shown in Fig. 3. The red boxes represent
the CWEs being used in this paper. The CWEs located at
higher level will cover the CWEs located at the deeper level.
It can be seen that there exist four main categories of
weaknesses:

� CWE-19: Weaknesses in this category are typically
found in functionality that processes data.

� CWE-361: The improper management of time and
state in an environment that supports simultaneous
or near-simultaneous computation by multiple sys-
tems, processes, or threads.

� CWE-254: Concerned with topics like authentication,
access control, confidentiality, cryptography, and
privilege management.

� CWE-398: The code has features that do not directly
introduce a weakness or vulnerability, but indicate
that the product has not been carefully developed or
maintained.

Straightforwardly, the vulnerabilities in categories CWE-
19 and CWE-361 are from the weaknesses found in software
products’ functionality, so that we name them as functional
vulnerability for description convenience. The vulnerabilities
from CWE-254 and CWE-398 are from the improper manage-
ment of the codes or the security features, so that we name
themmanagement vulnerability. Note that in this paper, wewill
not discuss the severity of the vulnerabilities because the
widely used Common Vulnerability Scoring System (CVSS)13

exists some shortages to indicate the actual severity and the
exploited possibility of a discovered vulnerability [5],[27].

Based on these definitions, in the following sections, we
can formally define the questions about the market growth
and its intersection with other PCs platforms.

3.2 Mobile Vulnerability Market Growth

To understand the growth of the market, we first organize
all the vulnerabilities based on the disclosed date. Then
given a series of consecutive time intervals 1; 2; . . . t� 1; t,

we use the vulnerabilities disclosed during the given time
interval to construct the network, resulting into a snapshot
network series Gs;1 . . .Gs;t. Finally we can get the cumula-
tive network series as follow:

Gc;t ¼
[ t

i¼1Gs;i: (1)

Therefore, each cumulative network Gc;t refers to the eco-
system no later than given time interval t. Given two conse-
cutive networks Gc;t�1; Gc;t, based on whether the nodes in
Gc;t exist in Gc;t�1, we can separate Gc;t into two parts:

� Incremental Network Gi
c;t: the nodes in the incremental

network don’t exist before

v 2 Gi
c;t  v 2 Gc;t&v =2 Gc;t�1; (2)

where v can be the vendor, product, vulnerability, hunter or
organization.

� Depositing Network Gd
c;t: The nodes in the depositing

network exist before

v 2 Gi
c;t  v 2 Gc;t&v 2 Gc;t�1: (3)

Therefore, based on these definitions, we can formally con-
sider the growth of the mobile vulnerability market as:

Definition 2. (Mobile Vulnerability Market Growth). Given
the consecutive cumulative network series Gv

c;i for the whole
software industry, Gm

c;i for the mobile vulnerability market,
i ¼ 1; 2; . . . t� 1; t, what are the evolution patterns of the net-
work topology in Gm

c;i, including the network scale and the rela-
tions evolve?

3.3 Intersection between Mobile and PCs

As shown in Fig. 4, based onwhether the vulnerable products
in Gm

c;t are affected by the vulnerabilities that don’t exist in
Gm

c;t, we can separate the vulnerable products into two groups:

� Pure Mobile Product Pd
pm: The products’ allocated vul-

nerabilities are all mobile-related

pi 2 Ppm  8vj 2 Rt
pvðpiÞ; vj 2 Gm

c;t: (4)

� Intersected ProductPd
im: The products’ allocated vulner-

abilities belong to bothmobile and other PCplatforms

Fig. 2. Heterogeneous network model for mobile vulnerability market.

Fig. 3. Vulnerability type taxonomy for mobile vulnerability market.

12. http://cwe.mitre.org/data/published/cwe_v2.9.pdf
13. https://www.first.org/cvss/cvss-guide

HUANG ETAL.: SHIFTING TO MOBILE: NETWORK-BASED EMPIRICAL STUDYOF MOBILE VULNERABILITY MARKET 147

Authorized licensed use limited to: SOUTHERN METHODIST UNIV. Downloaded on December 17,2020 at 21:15:29 UTC from IEEE Xplore.  Restrictions apply. 

http://cwe.mitre.org/data/published/cwe_v2.9.pdf
https://www.first.org/cvss/cvss-guide


pi 2 Pim  9vj; vk 2 Rt
pvðpiÞ; vj 6¼ vk; vj 2 Gm

c;t; vk =2 Gm
c;t: (5)

Here Rt
pvðpiÞ refers to all the allocated vulnerabilities for

product pi. Similarly, we can separate the hunters in Gm
c;t

into two parts:

� Pure Mobile Hunter Hd
pm: All the discovered vulner-

abilities are mobile-related

hi 2 Hpm  8vj 2 Rs
vhðhiÞ; vj 2 Gm

c;t: (6)

� Intersected Hunter Hd
im: the hunters’ discovered vul-

nerabilities belong to both mobile and other PC
platforms

hi 2 Him  9vj; vk 2 Rs
vhðhiÞ; vj 6¼ vk; vj 2 Gm

c;t; vk =2 Gm
c;t: (7)

Here Rs
vhðhiÞ refers to all the discovered vulnerabilities by

hunter hi. Therefore, as shown in Fig. 5, the interaction
between the mobile vulnerability market and the other PCs
platforms can be formally defined as the state transitions
between different types of products and hunters:

Definition 3 (Intersection between Mobile and Other
PCs). Given the consecutive cumulative network series
Gm

c;t�1; G
m
c;t, how do the products and hunters grow into inter-

sected state?

Until now, we have presented how to construct the net-
work models so that we can formally understand the growth
of mobile vulnerability market as well as its intersection with

the other PCs platforms. In the following sections, we will
show how we empirically study these two research ques-
tions based on the constructed networkmodels.

4 DATA COLLECTION AND OVERVIEW

To empirically study the mobile vulnerability market, we
collect the vulnerability information from the National Vul-
nerability Database and then extract the meta-data includ-
ing the CVE-ID, disclosure date, the affected products, the
reference resources and the CWE-ID. Additionally, we fetch
the OSVDB-ID, relevant CVE-ID, hunter and affiliation
information from OSVDB and BID. Finally, we leverage the
CVE-IDs to aggregate the vulnerability data from these
three sources and get the software vulnerability market data-
set, named as VMD for short in this paper.

As known, Android, Apple iOS and Windows Phone are
the main platforms in the mobile business ecosystem, hence
we use the keywords Android, Apple iOS, Windows Phone as
the query content on January 6th, 2016 and get 2,095
Android, 710 Apple-iOS, 6 Windows-Phone vulnerabilities
from NVD, forming the mobile relevant vulnerability market
(MVMD) dataset studied in this paper. Furthermore, since
OSVDB fails to update the vulnerability’s information since
May 22nd, 2015, we collect the hunter and affiliation infor-
mation from BID and the vendor’s advisory manually. Note
that during September 2014 and October 2014, we observed
an outbreak of vulnerabilities for the android applications
because of the same failure of dynamic SSL validation testing
discovered by the same hunter Will Dormann from CERT.
Due to the huge number (23,644) of affected applications,
these vulnerabilities are organized into the Android App SSL
Failures spreadsheet,14 named as SSLF in this paper. It was
kept up to date with newly-discovered vulnerable applica-
tions while these newly-discovered vulnerabilites are
assigned with a CVE-ID, resulting into 1,390 distinst CVE-
IDs in SSLF. Therefore, we removed all these 1,390 SSLF
vulnerabilities from the original VMD, and MVMD. In the
following discussions, the VMD and MVMD both refer to
the dataset without these SSL failures vulnerabilities.

Table 1 reports the basic statistics for these three datasets.
It can be seen that comparing with the global software
industry, the mobile vulnerability market has a slightly
small average products per vendor. However, its average vulner-
ability per products is almost doubled, which means that the

TABLE 1
Basic Statistics for Collected Dataset

VMD MVMD SSLF

Vulnerability 73,104 1,419 1,390
Product 30,156 379 5,381
Vendor 14,343 190 2,839
Hunter / 601 /
Organization / 257 /
Average Products per vendor 2.102 1.995 /
Average Vulnerability per product 3.592 7.216 /
Average Products per vulnerability 1.482 1.927 /
Average Vulnerability per hunter / 2.84 /
Average Hunters per organization / 1.74 /

Fig. 4. Intersection between mobile and other PCs platforms.

Fig. 5. State transition diagram for products and hunters.
14. https://docs.google.com/spreadsheets/d/1t5GXwjw82Syun

ALV Jb2w0zi3FoLRIkfGPc7AMjRF0r4/edit?usp=sharing
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products in mobile ecosystem have a more serious security
situation so that the community should pay more attention
to the mobile ecosystem. Also the average products per vulner-
ability in MVMD is higher than VMD, which means that
comparing with the whole software industry, each vulnerability
in MVMD will affect more software products.

5 MOBILE VULNERABILITY MARKET GROWTH

5.1 Scale Growth

As discussed above, the scale growth of the mobile vulnera-
bility market can be modeled as the evolution of nodes in
the constructed network Gm

c;t. Note that there exist three
main platforms Android, Apple-IOS and Windows-Phone.
Before we dig into the growth of the market, we will first
understand the niche ecosystem for each platform, including
the related products, vendors, hunters and organizations

NEðpjÞ ¼
[

vi2Rt
pvðpjÞ

NEðviÞ (8)

NEðsjÞ ¼
[

pi2Rt
spðsjÞ

NEðpiÞ (9)

NEðhjÞ ¼
[

vi2Rs
hv
ðhjÞ

NEðviÞ (10)

NEðojÞ ¼
[

hi2Rs
ho
ðojÞ

NEðhiÞ
0
@

1
A [ [

vi2Rs
voðojÞ

NEðviÞ
0
@

1
A: (11)

HereNEðyÞ refers to the nodes y 2<S; P; V;H;O> for the
given niche ecosystem presented in Table 2. For
Rz

xðyÞ; z 2 ft; sg; x 2 fpv; sp; hv; ho; vog refers to the opera-
tion to get the source or target of the given type of relations
for the given node.

As shown in Table 2, it can be seen that Apple iOS and
Android are no doubt the main stream in the mobile vulnera-
bility market whileWindow Phone is far behind the other two.
This is consistent with the market share for the three plat-
forms,15 reported by the International Data Corporation

(IDC). It provides an evidence for the well-known quote “the
more widely a technology is used, the more likely it is to become the
target of hunters that more potential vulnerabilities are discovered”
[33] and “Given enough eyeballs, all bugs are shallow” [36]. Actu-
ally, no matter whether the potential vulnerabilities are pub-
licly known, they exist in the products resulting into risk for
consumers. If the vulnerabilities can be discovered by the
workforce belonging to vendors or white hat hackers and be
fixed on time, the whole platform-centric niche ecosystem
can become more secure and trustworthy for the consumers.
Since the niche ecosystem for Window Phone is very tiny, in
the following section, we will only discuss the Android and
Apple iOS niche ecosystems.

5.1.1 Node Scale Growth

First, we consider how different nodes in the network grow over-
time. Straightforwardly, we set the time interval as one year
and calculate the following metrics:

� Network Node Size jGm
s;tðyÞj: Refers to the size of dif-

ferent nodes during each time interval.
� Incremental Proportion jGm;i

c;t ðyÞj=jGm
s;tðyÞj: Refers to

the proportion of new nodes during the given time
interval.

� Mobile-aware Proportion jGm
c;tðyÞj=jGv

s;tðyÞj: Refers to
the proportion of mobile related nodes in the whole
software ecosystem in the given time interval.

As shown in Fig. A in the supplymentary, which can be
found on the Computer Society Digital Library at http://doi.
ieeecomputersociety.org/10.1109/TSC.2016.2646687, it can
be seen that the scale of the mobile vulnerability market is
growing rapidly since 2009, with an outbreak in 2012. It also
shows that comparing with the whole software vulnerability
market, the mobile relatedmarket is increasing overtime with
an explosion in 2012. Furthermore, we can see that the hunters
and organizations are increasing rapidly and their incremen-
tal proportion is relative high. More than 85 percent of the
hunters and more than 70 percent of the organizations are
new for the mobile vulnerability market. Additionally, since
2010, the incremental proportions for the hunters and organi-
zations are decreasing, which means that more and more
hunters and organizations are participating in themobile vul-
nerability digging in a sustained style, not discovering the
vulnerability by chance. Therefore, it is very straightforward
for us to draw the first conclusion:

Observation 1. Mobile Vulnerability Market is growing
rapidly and it is attracting more and more attentions from
the community in a sustained way.

Second, comparing the Android and Apple iOS niche
ecosystems, it can be seen that the Android platform owns a
higher proportation in software vendors and vulnerable
products since 2009. The number of vulnerabilities discov-
ered in the Android platform is higher than the Apple iOS
until 2014 except 2010. However, it can be seen that since
2012, the proportation for the Apple iOS is increasing and it
exceeds the Android platform in 2015. Also, the proportaion
of the organizations and hunters for Apple iOS is larger
than that for the Android platform.

Observation 2. Comparing the Android and Apple iOS,
the research community, especially the organizations, is

TABLE 2
Basic Statistics of Different Niche Ecosystem

V P S H O

NE

Android
Apple iOS

Windows Phone

0 0 0 1 2

Android
Windows Phone

0 2 3 2 0

Android
Apple iOS

2 7 8 31 39

Android 703 322 167 230 72
Apple iOS 708 45 11 335 142

Windows Phone 6 3 1 2 2

Platform Apple iOS 710 52 19 367 183
Android 705 331 178 264 113

Windows Phone 6 5 4 5 4

Total 1,419 379 190 601 257

15. http://www.idc.com/prodserv/smartphone-os-market-share.
jsp
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playing more and more attentions to the Apple iOS
platform.

Third, we consider the correlation among the vendor,
product, vulnerability, hunter and organization over year.
The result shows that the vendor and product have a strong
positive correlation with r ¼ 0:9785; p << 0:01 while the
hunter and organization have a strong positive correlation
with r ¼ 0:9826; p << 0:01. However, the correlation
between vendor/product and hunter/organization is not sig-
nificant. Therefore the hypothesis thatmore products can attract
more hunters/organizations should be rejected. For the vulnera-
bility, as reported in Table 3, it has a strong correlation with
hunter and organization, which means that the more hunters
and organizations invoke in the vulnerability hunting, the more
potential vulnerabilities will be discovered. Additionally, when
considering the whole mobile vulnerability market or the
Apple iOS platform, the vulnerability number has no signifi-
cant correlation with the product/vendor because p > 0:01.
However, for the Android platform, the correlations are sig-
nificant which means the more products considered by the
hunters, themore vulnerabilitieswill be discovered.

Observation 3. The more hunters/organizations involving
in the market, the more vulnerabilities will be discovered.
For the Android platform, the more products the hunters
work for, the more vulnerabilities will be found. However,
for the Apple iOS platform, the number of vulnerability
and the number of product have no significant correlation.

5.1.2 Vulnerable Type Evolution

As discussed in Section 3, based on the CWE, we can identify
the vulnerable type and group for each vulnerability in
VMD and MVMD. As shown in Fig. 6, it can be seen that the
functional vulnerabilities are still the mainstream in MVMD.
However, comparing with the whole software vulnerability
market, the management group has a larger proportion than
the functional group, indicating that the management vulnera-
bility are more significant in the mobile vulnerability market.

For the top vulnerability type, “CWE-119: Buffer Errors”
and “CWE-264: Permissions, Privileges and Access control” are
themain challenges inMVMD,while CWE-119 is in the func-
tionality group and CWE-264 belongs to the management
group. Actually, for the mobile ecosystem, the permission
problem could be much more serious because of the overuse
of permissions by mobile applications [24] and users incom-
prehension of permission request [51]. Note that “NULL”
means that no CWE-ID is assigned with the vulnerability. It
can be seen that it occupies the top three positions in the
mobile vulnerability market. Therefore there is still a long
way to go for the community to identify the vulnerabilities.
Good news is that its proportion decreased from 75 percent

in 2007 to about 11.7 percent in December 2015. “CWE-200:
Information Leak / Disclosure” is the top 4 vulnerability in
MVMD, with an 11.4 percent in total. Actually we can
observe a significant increase for this type of vulnerability in
2015. Note that we discount the 1,390 SSLF vulnerabilities
which all belong to “CWE-310: Cryptographic Issues”, “CWE-
310” still occupy the top 7 in MVMD. Considering the trend
that more and more users nowadays are relying on the
mobile ecosystem to perform a variety of business tasks and
more and more sensitive information is stored in the mobile
platform, the impact of these privacy relevant vulnerabilities
will becomemuchmore important.

Observation 4. Functional vulnerability is still the main
stream in mobile vulnerability market and the information
leak/disclosure related vulnerability is rapidly increasing.
Comparing with whole market, management vulnerability
is more important in mobile ecosystem. Specially, the per-
missions, privileges and access control related and crypto-
graphic issues related vulnerability are the top ones.

5.2 Relation Evolution

Based on the relations in the networks presented in
Section 3, we will focus on the combination between the vul-
nerable ecosystem and the discovery ecosystem.

5.2.1 Vulnerability versus Products

To understand how the vulnerability affect different prod-
ucts, we design the following two metrics in Gm

c;t:

� Average Vulnerability Number per Product: jRpvj=jP j
refers to the average number of vulnerabilities in
each product, which represents how product is
affected by vulnerability.

� Average Affect Product Number per Vulnerability:
jRpvj=jV j refers to the average number of vulnerable
products for each vulnerability, representing how
vulnerability distributes across products.

TABLE 3
Pearson Correlation between Nodes

S P H O

V

MVMD 0.6156
(0.0776)

0.6315
(0.0681)

0.9793
(0)

0.9815
(0)

Android 0.8781
(0.0018)

0.8736
(0.0021)

0.9281
(0.0003)

0.9648
(0)

Apple iOS 0.214
(0.5804)

0.2427
(0.5292)

0.9933
(0)

0.9836
(0)

Fig. 6. Type evolution over year in mobile vulnerability market.
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As reported in Fig. 7, it can be seen that the average vul-
nerability number per product for the mobile vulnerability
market is increasing since 2010, especially for the Apple iOS
platform. However, for the Android platform, the average
vulnerability per product increases slightly since 2012. We
can also observe that the average number of vulnerable
products per vulnerability in the whole mobile vulnerability
market is increasing. For the Android platform, it increased
between 2010 and 2013 with a slight reduction from 2013 to
2015. On the contrary, for the Apple iOS, after the decrease
from 2010 to 2013, we can observe a rapid increase after
that. This means that the affected scope of the vulnerability
is increasing, especially for the Apple iOS platform.

Observation 5. In average, more potential vulnerabilities
per product are discovered and the affected scope is
increasing. However, for Android, the average vulner-
abilities per product is growing slightly while the affected
scope is decreasing since 2013.

Additionally, to understand how the products offered by
the same vendor share the vulnerability, we separate the
vulnerable products into three types:

� Tree-Modular-Product (TMP): All the associated vul-
nerabilities are not shared with the products offered
by the same vendor.

� Spindle-Modular-Product (SMP): All the associated
vulnerabilities are shared with the products offered
by the same vendor.

� Combine-Modular-Product (CMP): The other cases
about the vulnerabilitiy sharing among products
offered by the same vendor.

Obviously, the lower proportion the TMP is, the higher the
vulnerabilities are shared in the products from the same ven-
dor. Therefore, we have removed the vendors with only one
product and keep 62.27 percent of the products, and then cal-
culate the proportion of TMP, SMP, and CMP in the mobile

vulnerability market. From Table 4, it can be seen that overall
32.63 percent of the products belongs to TMP, which means
that 67.37 percent vulnerabilities are shared in the products
from the same vendors. This phenomenon is more significant
in the Apple iOS platform. For the 75 percent products which
is offered by the same vendor with the other product, the
TMP only occupies 5.13 percent. Therefore, the products
offered by the same vendor will have a high possibility to
share the same vulnerability. One reason for this is that these
products sometimes will share the same software develop-
ment environment, such as the same framework, library, or
code sharing.

Observation 6. Products offered by the same vendors will
have a high possibility to share the same vulnerability,
especially in the Apple iOS platform.

5.2.2 Hunter versus Product

To understand how hunters discover vulnerabilites in dif-
ferent products, we can consider the following metrics to
evaluate hunters’ performance:

� Hunter Vulnerability Distribution (HVD): Refers to the
number of hunters who discover a given number of
vulnerability, representing the hunters’ productivity.

� Hunter Product Distribution (HPD): Refers to the
number of hunters who work for a given number of
products, representing the hunters’ diversity.

� Hunter Vendor Distribution (HVD): Refers to the num-
ber of huntes who work for a given number of ven-
dors, representing the hunters’ diversity.

� Hunter Vulnerability Type Distribution (HVtD): Refers to
the number of hunters who discover a given number
of vulnerability types, representing the hunters’ skills.

As shown in Fig. 8, it is easy to observe that for the pro-
ductivity, the HPD fits the long-tail power-law distribution
whichmeansmost of hunters only discover a few vulnerabil-
ities while a few top hunters contribute great efforts for the

Fig. 7. Vulnerability-product distribution.

Fig. 8. Hunter performance: Productivity, diversity and skill.

TABLE 4
Vulnerability Sharing Among Same-Vendor Products

TMP SMP CMP Total

Apple iOS 2
(5.13%)

32
{82.05%}

5
(12.82%)

39
(75%)

Android 73
(36.86%)

102
{51.52%}

23
{11.62%}

198
(59.82%)

Total 77
(32.63%)

134
(56.78%)

25
{10.59%}

236
(62.27%)
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whole community. For the diversity, the long-tail power-law
distribution refers that most of hunters work in only a few
products from a few vendors, and a few top hunters succeed
in digging vulnerabilities in many products from different
vendors. For the skill, only a few hunters have the skills to
discovermany different types of vulnerabilities.

Observation 7. The mobile vulnerability discovery ecosystem
has a large number of hunters with low productivity, low diver-
sity and single skill while a few experienced experts with high
productivity, high diversity and different skills contribute most
efforts in the market.

5.2.3 Individual versus Organizationed Hunters

In the discovery ecosystem, some hunters are individual
researchers, some may form a team to work together on vul-
nerability hunting, while some belong to companies or
organizations. To understand whether the unionization will
affect the hunters’ performance, we first separate the hunt-
ers into two groups:

� Organizationed Hunters (OH): Refers to the hunters
who are allocated with an organization, a team or a
company

hj 2 OH  Rt
hoðhiÞ 6¼ f: (12)

� Individual Hunters (IH): Refers to the hunters who
don’t belong to any organizations

hj 2 OH  Rt
hoðhiÞ ¼ f: (13)

Then for the constructed network Gm
c;t, we further calcu-

late the following metrics to understand the effect from the
unionization:

� Unionization Rate:jOHj=jHj, refers to the proportion
of the hunters who belong to an organization.

� Average Vulnerability Number: Refers to the average
number of vulnerabilities discovered by the given
hunters.

� Average Product Number: Refers to the average num-
ber of products the hunters ever work on.

� Average Vendor Number: Refers to the average num-
ber of vendors the hunters ever work for.

� Average Vulnerability Type Number: Refers to the aver-
age number of vulnerability types the given hunters
ever discovered.

As shown in Fig. 9, it can be seen that before 2012, the
unionzation rate is increasing from 40 to 75.8 percent, which
means that more and more hunters in the mobile vulnerabil-
ity market are from ogranizations or they form an organiza-
tion to regulate the vulnerability hunting behavior, not just
motivated by personal interests. After a slight decreasing
during 2013 and 2014, the unionization rate reaches 70.4
percent in 2015. Furthermore, we can compare the perfor-
mance between the individual hunters and organizationed
hunters. Fig. 10 prominently shows that the organizationed
hunters have a better performance in vulnerability hunting
with a larger average vulnerability number, average num-
ber of products, average number of vendors, and average
vulnerability types.

Additionally, though the skills for both types of hunters
are still inceasing slightly after 2012, the productivity and
diversity for the organizationed hunters are decreasing after
2013. This means that the organizationed hunters are
becoming more concentrated on fewer products and ven-
dors. However, for a given products, the more vulnerabil-
ities are discovered, the less potential vulnerabilities exist so
that it would become more difficult to find new vulnerabil-
ity [40], [56].

Observation 8. Hunters are intending to work together as
an organization for the vulnerability hunting. Though the
productivity and diversity for the organizationed hunters
are decreasing since 2012, these hunters have a better per-
formance than the individual hunters, with a higher pro-
ductivity, diversity and different skills.

5.2.4 External versus Internal

As reported in [21], the evidence from Google Chrome and
Mozilla Firefox bug bounty programs shows that the exter-
nal experts can effectively discover the potential vulnerabil-
ities. In order to quantify this phenomenon in the mobile-
related niche ecosystem, based on the constructed network

Fig. 9. Hunter unionization rate over year.

Fig. 10. Performance comparing between organizationed and individual
hunters.
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Gm
c;t presented in Section 3, we can get the relations between

vendor and organization which represents how many vul-
nerabilities in the vendors’ products are discovered by the
given organizations. If the vendor and organization are the
same, then the vulnerabilities are discovered by the inside
workforce. Otherwise they are discovered by the external
hunters. Therefore, we can formally define this proportion
to evaluate the effectiveness of the external experts

EHðV Þ ¼
P

si¼oj jRsoðsi;ojÞjP jRsoðsi; ojÞj : (14)

Here jRsoðsi; ojÞj refers to the number of vulnerabilities in
vendor si discovered by the organization oj.

As reported in Fig. 11, it can be seen that the vulnerabilities
discovered by the external hunters is extremely high. Before
2008, 100 percent of the publicly disclosure vulnerabilities are
discovered by external hunters. During 2009 and 2014, this
rate slightly reduces to about 93 percent. In 2015, this rate sig-
nificantly reduces to 84.6 percent. Though this rate is still quite
high, indicating that most publicly disclosure vulnerabilities
are still discovered by the external hunters, some high-
technology companies such as IBM, Google, Mozilla, Apple
etc, are sharing the vulnerability discovered internally.

Observation 9. External hunters are still the main contribu-
tors for the publicly disclosure vulnerabilities while some
High-tech companies are participating to share the inter-
nally discovered vulnerabilities.

6 INTERSECTION BETWEEN MOBILE AND PCS

Until now we have already shown the results about the
growth of the mobile vulnerability market. Since mobile
vulnerability market can be considered as a niche ecosystem
from the whole software vulnerability market, in this sec-
tion, we will study its interaction with the other desktop
PCs, focusing on the product and hunter level.

6.1 Product Intersection

Based on the definitions presented in Section 3, first, for
each Gm

c;t, we consider the following two indications:

� Intersected Product Proportion: Represents the scale of
the intersected products.

� Mobile-aware Vulnerability Proportion for Intersected
Products: Represents the proportion of the vulnerabi-
litities which belong to the mobile vulnerability mar-
ket for the intersected products.

As reported in Fig. 12p.a, the intersected products pro-
portion increases between 2008 and 2011. After a decreasing
from 2012 to 2014, we observe a slight growth in 2015. Addi-
tionlly, Fig. 12p.c shows that the proportion of the mobile
vulnerabilities for the intersected products is higher than
the whole software industry and the gap is increasing since
2011. This means that these intersected products are more
related to the mobile-aware platform. Furthermore, to
understand how the vulnerable products grow into inter-
sected, given the network Gm

c;t and Gv
c;t, the intersected prod-

ucts come from three transitions:

� From Mobile to Intersected (MtI): Means that the vul-
nerability in mobile platform is discovered first and
then the other PCs platforms.

� From Others to Intersected (OtI): Means that the vul-
nerability in other desktop PCs platforms is discov-
ered first and then the mobile platform.

� New as Intersected (NtI): Means that the vulnerability
is discovered in both the mobile and other PCs plat-
forms in the same time interval.

The result shown in Fig. 12p.c reads that 81.97 percent
of the intersected products come from other PCs platforms
while 16.37 percent come from the mobile platform. Addi-
tionally, we can observe that the MtI proportation
increases from 2009 to 2011 and it decreases since then
while the OtI proportation is converse. Note that in 2015,
the NtI proportation is increasing which means the vulner-
abilities discovered in both PCs and mobile are increasing.
This is consistent with the fact that: most of the products
have the PCs versions at the very beginning then the ven-
dors begins to migrate the PC version to the Mobile ver-
sion. However, as the rapid growth of the mobile
ecosystem, some vendors will offer the mobile versions
directly and then develop the PC version later. For exam-
ple, the wechat is running on the mobile devices first and
then Tecent develops the PCs version after its success.
Nowadays, vendors are intending to offer the mobile and
PCs version at the same time.

Observation 10. For the intersected products, at the
very beginning, most of them find the PCs related vul-
nerability first than the mobile-related. However, this
process is turn converse. Additionally, the rate for dis-
covering vulnerability on both platforms is increasing
nowadays.

Fig. 11. External and internal effort for vulnerability disclosure.

Fig. 12. Intersection products and hunters between mobile vulnerability
market and other desktop PCs platforms.
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6.2 Hunter Intersection

Similarly, for each Gm
c;t we consider the percentage of the

intersected hunters who work across mobile and other PCs
platform, and the proportion of the mobile vulnerability
that the intersected hunters discover.

Fig. 12h.a shows that the proportion of the pure mobile
hunters is larger than the intersected hunters since 2009.
Additionally, the proportion of the mobile vulnerability for
these intersected hunters is significantly larger than the
whole software industry. This means that most of the hunt-
ers in the mobile vulnerability market are mainly focusing
on the mobile platform.

Furthermore, we also identify three paths by which the
hunters grow into intersected:

� From Mobile to Intersected: Means that hunters work
in the mobile platform first and then discover vul-
nerability in other PCs platforms.

� From Others to Intersected: Means that hunters work
in other PCs platforms and then turn to the mobile
ecosystem.

� New as Intersected: Means that hunters have the abil-
ity to discover vulnerability in both PCs and mobile
at the same time interval.

As shown in Fig. 12h.c, it can be seen that 74.27 percent
intersected hunters migrate from PCs to mobile and about
22.82 percent can start with mobile ecosystem and then turn
to other PCs platform. About 2.91 percent can find the vul-
nerability acrossing mobile and PCs at the same time.

Observation 11. Hunters in the mobile vulnerability mar-
ket are mainly new and only focusing on the mobile plat-
form. For the platform-acrossing hunters, most of them
migrate from PCs to mobile, some can turn from mobile
to PCs while only a few can discover the vulnerability in
both mobile and PCs at the same time.

7 DISCUSSION AND FUTURE ISSUES

Based on the collected data and the presented heterogeneous
network, we have presented an exploratory empirical study
about the growth of the mobile vulnerability market and its
interaction with the other desktop PCs. It is no doubt that
comparing with the whole software vulnerability market, the
mobile vulnerabilitymarket is rapidly growingwith the flour-
ishing of the mobile ecosystem. The more hunters, organiza-
tions are involving in this market, the more potential
vulnerability are discovered and fixed to enhance the security
situation of the ecosystem. Based on our empirical observa-
tions, we can further identify the following issues that further
researches and solutions are necessary:

7.1 Security Evaluation for Code Reused

As shown above, comparing with the whole software indus-
try, the average number of vulnerable products for each vul-
nerability in the mobile ecosystem is higher and this value is
increasing over time. Additionally, we also find that the vul-
nerability has a larger possibility to share among the products
offered by the same vendors. This is consistent with the obser-
vation that software reuse is quite significant in the mobile
ecosystem [37]. Actually, if the vulnerability hits the common
used libraries or codes, it will affect most of the products

which reuse them. Taking the SSLF dataset as an example, we
can observe 80.21 percent vulnerable applications due to the
employment of the vulnerable library.

Additionally, since most of the app developers are often
lack of formal training in software engineering, they are not
able to figure out whether there exist some security issues
in the reused codes or public libraries. Furthermore, these
days developers are using a search engine for help when
they encounter unfamiliar issues, and they are often led to
online forums such as Stack Overflow. Reusing the codes or
libraries directly from these online forums will make the
application vulnerable for attacks [18]. For example, Acar
et al. [2] found that Stack Overflow contains many insecure
answers that Android developers relying on this resource
are likely to create less secure code though they can get a
quick solutions for their issues.

Therefore, how to evaluate the security situation, or risk for
the public codes and libraries is an urgent issue for the community
to help the developers to reduce the risk from code reusage. For
example, adding the mechanism for rating the security of
the provided answers in the online forum, recommending
the low risk codes or library for developers can be two
promising approaches.

7.2 Data Leaking and Permission Overuse

The analysis of the vulnerable types shows that comparing
with the whole software products, the management vulner-
abilities are more significant in the mobile ecosystem,
although the functional vulnerabilities are still the main
stream. Specailly, the main functional vulnerability is the
“Information Leak / Disclosure”.Note that these daysmost users
are relying on the mobile ecosystem for their daily life includ-
ing business operations that more and more valuable privacy
data will be stored in the mobile devices. However, current
research shows that the private data is still being leakedwith-
out the user’s permission, especially through the third-party
advertisement libraries [46]. How to identify the potential
data leak and help the end-user to protect from data leak [4],
[34], [55] remains anmain issue for the community.

Additionally, permission system is developed to imple-
ment security mechanism for the mobile ecosystem, which is
also supposed to be able to inhibit the data leak. However, we
can observe that the permission related vulnerabilities are
increasing these years. Due to the complexity of the permis-
sion framework, the dialogs based permission framework for
end users have been proved invalid [1], [51] becausemost end
users will just accept and approve the permission request [19]
while many mobile applications will request unneccessary
permissions [20], no matter the applications are malicious or
not. Base on the hypothesis that the application’s functionality
should map with the request permissions as well as applications
with similar functions should request similar permissions, a two-
phase skewness-based methodology [28] is presented to
reduce the effect from the permission over-privilege. How-
ever, how to optimize the permission system, help the developer to
configure permissions, identify the risk of the permission request for
the end-user still needs a long way to go for the community.

7.3 Hunters’ Strategy and Behavior

Our empirical study shows that the unionization rate
of the hunters in the mobile community is increasing.
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Additionally, the hunters belonging to an organization or
team are more productive, more skillful and more diverse.
This is because that the organizationed hunters will con-
sider the vulnerability hunting as a regular and sustained
work, which makes it possible for them to dig more poten-
tial volunerability. Additionally, it is easier for the hunters
in the same organization to share knowledge about the vul-
nerabilities. The collaboration among hunters will make the
vulnerability discovery, an extremely uncertain, time con-
suming and high skill intensive job much easier. Therefore,
it is good for hunters to join an organization or team, especially
the one focusing in security domain.

Additionally, it can be seen that for the Apple iOS plat-
form, the diversity of products and vendors has no signifi-
cant relation with the productivity of the vulnerability.
Actually, we can observe that the average vulnerability
number per product in the Apple iOS niche ecosystem is
rapidly increasing. This indicates that the hunters in the
Apple iOS are concentrating in some specific products to
dig more vulnerabilities. Since Apple iOS platform is
closed-source and only a few open-source products are
released, hunters have to work on these 52 different prod-
ucts from only 19 vendors. However, nowadays, the apps
running over the Apple iOS are an important part to offer
end-to-end security for the end-users. Therefore, for the
Apple iOS hunters, they also need to pay attention to the
vulnerabilities in the end-user apps.

However, for the Android niche ecosystem, the behavior
pattern is totally different. Hunters are working for many dif-
ferent products to find vulnerabilities, while the average dis-
covered vulnerabilities per product are slightly increasing.
Note that the Android operation system is open-source that
many different products may use different android versions,
resulting into a serious android fragmentation problem [35].
Hunters need to spread their resources over different frag-
ments to dig different vulnerabilities.How to deal with this frag-
mentation problem in the vulnerability discovery domain and help
the hunters to concentrate their resources is an important issue.

Furthermore, recently many developer issues have been
identified [15], [16]. However, the understanding about the
vulnerability hunters is still rare. For the current mobile vul-
nerability market, we already shows that the hunters in the
Apple iOS niche ecosystem are using the concentration
strategy and the hunters employ the diversification strategy
for the Android vulnerability digging. Note that the tradeoff

between the exploration and exploitation strategy is consid-
ered as one of the fundamental and complicated challenges
for behavior understanding [26]. Based on the study of the
bug bounty programs, our preliminary result [29] shows a
migration between the concentration and diversification
strategy. Therefore, taking a step further to deeply understand
the mechanism of this exploration-exploitation trade-off can offer
insight for the hunters’ behavior to enhance the security in the
ecosystem.

7.4 Information Sharing and External Workforce
Hiring

The correlation between the hunters and vulnerabilities
shows that the more hunters work in the community, the
more potential vulnerabilities will be discovered. This obser-
vation supports the famous quote “Given enough eyeballs, all
bugs are shallow” [36] and “Wisdom of crowds” [44] in vulnera-
bility discovery. Therefore, considering the effectiveness of
hiring external experts for vulnerability hunting [17], organi-
zations should consider how to hire these external experts to
strengthen their security workforce. However, due to the
potential ethic issue, how to integrate the external experts is
still an important issue. One promising approach might
involve launching a bug bounty program, no matter self-run-
ning or held by third-party platform. Another might be to
work togetherwith other organizations and share information
about vulnerability due to the increase of affected scope for
the vulnerability.

Furthermore, the high external rate indicates the fact that
the software vendors don’t effectively motivate the internal
workforces to dig the vulnerability, or they intend to keep the
vulnerabilities found internally as a secret to the community.
For the first case, how to motivate the internal researchers for
the vulnerability hunting and balance the external and inter-
nal is becoming an important issue for the community. One
effective approach is to form the red-team for vulnerability
digging in the company. For the second case, it is due to the
concern thatmost consumers fail to patch the vulnerability on
time and publicly disclosure information will enable the
exploitation. Actually, the OSVDB has been shut down since
April 5, 2016.16 Therefore, the community should consider
how to make the patching simpler and more convenient for
consumers to fix the vulnerability. Furthermore, a more effec-
tive information sharing framework to speed up the patching devel-
opment and adoption as well as inhibit the exploited effect will be
extremely valuable for the community.

7.5 Cross-Platform Vulnerability Discovery

Based on the analysis about the intersection between mobile
and other PCs platforms, we can observe a significant double-
direction flow between them. Some products will uncover the
vulnerability in the PCs version and then the mobile version,
some discover the vulnerability inmobile and then PCs,while
we can see some products find vulnerability in mobile and
PCs at the same time interval. Actually, the recent research
[50] shows that the mobile ecosystem may be affected by the
PC’s flaw. Therefore, the hunters should also pay attention to
the vulnerability in the PCs platform and how to deal with the

Fig. 13. Identified issues and suggestions supported by the empirical
study about the mobile vulnerability market.

16. https://blog.osvdb.org/2016/04/05/osvdb-fin/
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vulnerability propagation from PCs to mobile is an important
issue for the community.

However, it can be seen that currently most hunters only
focus on the mobile ecosystem and only a few hunters
working in other platforms can migrate to the mobile vul-
nerability market. Also we can see that only a few hunters
can discover vulnerability in both mobile and PCs at the
same time. Therefore, considering the double-direction flow
between the mobile and PCs, as well as the fact that nowa-
days, most vendors intend to offer mobile and PCs versions
for the products at the same time, how to enable the hunters
to dig vulnerability in both ends becomes an important
issue. An cross-platform vulnerability digging framework
can be a valuable contribution for the community.

8 CONCLUSION

Due to the rapid popularity of the mobile ecosystem, its secu-
rity has become an important issue for the industry and aca-
demia. To understand the patterns of themobile vulnerability
market to share insight for further issues, we constructed a
five-layer heterogeneous network to formally study its evolu-
tion. Based on the data collected from a variety of agencies
such as NVD, OSVDB, BID and software vendors’ advisories,
we have presented an exploratory empirical research, focus-
ing on the market’s growth including the scale growth and
relation pattern, as well as its intersection with other PCs plat-
forms. Based on the observations, we have identified five
issues and their recent progresses for further security
improvement: the security evaluation of codes or library for
code reuse, methodology for data leaking protection and per-
mission overuse identification, understanding about hunters’
behavior and strategy, hiring external workforce and effective
information sharing framework to enhance the security capa-
bility for the organizations, as well as the cross-platform vul-
nerability digging approaches.

In the future research, based on this empirical study, we
will further focus on these identified data-driven issues to
enhance the security for the mobile ecosystem.
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