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Abstract—New standards for post-quantum cryptography rely
on new methods to evaluate the quality of random bit generators.
Existing approaches largely rely on correlation-based tests, which
are limited in their ability to capture dependence. In particular,
they do not directly assess independence or reveal potential
cause-and-effect relationships within the sequence. To address
this gap, we introduce a methodology for evaluating random
generators that draws on the concept of causality as a measure
of predictability. We introduce the Granger-inspired Predictive
Structure Test, which evaluates subsequences of a bitstream by
comparing a logistic regression model against a null model,
enabling the detection of predictive dependencies that correlation-
based methods overlook. We show that, under assumptions
aligning our method with a Granger causality test, the method
detects long-term predictive dependencies and identifies non-
randomness at a significantly higher rate than widely used
statistical tests.

Index Terms—Cryptography, Bitstreams, Causality, Random
Number Generation

I. INTRODUCTION

In December 2024, the U.S. National Institute of Stan-
dards and Technology (NIST) released FIPS 203, 204, and
205, establishing standards for “Post-Quantum Cryptography”
(PQC), with a fourth standard expected soon [1]-[3[]. PQC
is designed to guard against cryptographic system attacks
from quantum computers (QC) that are known to be effective
against “Public Key Infrastructure” (PKI). While no “Crypto-
graphically Relevant Quantum Computer” (CRQC) yet exists,
experts anticipate emergence within five to ten years [4]]. This
timeline necessitates a worldwide migration from PKI to PQC.

A critical component of PQC is the use of random bit
and number generators (RBG/RNG) with significantly higher
quality and performance than those supporting PKI [5]. An
additional requirement is that, to facilitate the migration from
PKI to PQC, new RBG/RNGs must guard against both conven-
tional and QC-based attacks, particularly the class of cyber-
attacks known as random number generator attacks (RNGA)
[6]]. Although the idea of a high-quality RBG/RNG is intuitive,
formally establishing quality metrics remains a long-standing
challenge, as it is impossible to prove that a sequence of values
is or is not truly random [7]. Existing tests typically assess
whether output distributions are uniform or whether sequences
exhibit statistical anomalies [8]-[[12]. The NIST Statistical
Test Suite (NIST-STS) represents one of the most widely
adopted frameworks for randomness evaluation, providing a
collection of statistical tests designed to detect various forms

of non-randomness [5]. However, these tests focus largely
on probability mass function properties, leaving other critical
aspects, such as independence, less directly examined.

In the context of an RNG stream, independence requires
that past bits provide no predictive information about future
bits. Violations of these properties can indicate exploitable
structure in RBG/RNG output. Current correlation-based tests
detect certain associations between values, but correlation
alone does not establish causation. A more general vulner-
ability regarding independence arises if past subsequences
cause future subsequences, enabling prediction beyond chance.
Such causal dependencies are especially concerning in PQC
contexts, where even subtle predictability undermines security
[6]. Due to the lack of tests that focus on independence, we are
motivated to devise new tests based on causal inference. While
detecting generalized cause-and-effect is as elusive as de-
tecting true randomness, causal inference methods have been
devised under various assumptions, including in economics
[13]], medical trials [[14]], [[15] and artificial intelligence [16].

Of particular interest to this work is Granger causality (GC).
Originally proposed by Clive Granger, GC tests whether a
time series = is useful in forecasting another time series y
[13]]. Put simply, when forecasting a variable y, the framework
tests whether a linear model fit to both past values of x
and y exhibits better performance than a linear model fit
only to past values of x. In the RBG/RNG context, a stream
can be viewed as a concatenation of stochastic time series
observations, making the Granger causal model a natural
conceptual foundation for developing a new causal inference
test to assess RBG/RNG supporting the PQC standards.

Motivated by the GC framework, we ask whether knowledge
of past subsequences of a bitstream significantly improves
prediction of future subsequences. We term this approach the
Granger-inspired Predictive Structure Test (PST). Our central
research question is whether the PST can detect a statistically
significant improvement in predictive power over a null model.
Such an improvement would reveal structure and identify
deviations from randomness that traditional RNG/RBG tests
may fail to capture.

II. METHODOLOGY

The PST fits two logistic regression models and compares
them via a log-likelihood ratio (LLR) test. The first model is
a null (constant-only) model, which serves as the baseline for



comparison, and the second is a full model fit to the actual
data that incorporates both immediately preceding bits and
longer-lagged bits.

A. Bitstream Tabulation Procedure

Because a bitstream’s format is not inherently suitable for
logistic regression, it must first be transformed into a tabular
dataset. We accomplish this by performing a sliding-window
procedure across the bitstream, generating one table row for
each window position. The procedure uses three windows:
(1) Target: the bit to predict, (2) Recent: bits immediately
preceding the target bit with potential short-term influence,
(3) Offset: earlier bits with potential long-term influence.

This procedure is parameterized by the window-size (wpy),
which is the length (in terms of bits) for both the recent and
offset windows, and the offset (op), which is the number of
windows separating the end of the offset window from the start
of target window. In practice, opy > 1 to avoid duplicating the
recent window.

At each step, bits from the recent and offset windows are
concatenated and added as a row of predictors to a table. The
resulting dataset contains 2 X wpy predictor bits and a single
target bit. The windows are then shifted forward by one bit,
repeating the process until the end of the bitstream is reached.

B. Testing Procedure

The null model is a constant-only regression model fit to
the target bits, y;. Theoretically, the log-likelihood of the null
model can be computed directly using the maximum likelihood
estimate of the success probability, p = % i vi, yielding:

Inun = Z [yilog(p) + (1 — y;) log(1 — p)]. )]
i=1

Shown in eq. (@), the full model is a logistic regression
that uses all predictive bits (from both the recent and offset
windows) as well as a learned constant to predict the corre-
sponding target bit. Here, o denotes the sigmoid function, and
Xtar, Xree.» and Xog. represent the target bit, recent bits, and
offset bits, respectively.

P(Xtu, = 1| Xgee., Xof.) = 0<a + Z}U:l BjXRrec.,; + Z;ﬂzl 'YjXOff.,j)
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The log-likelihoods of the null and full models are then
compared using a one-tailed LLR test:

Hy : Inan > Cran, Hy 2 Onvan < Lran 3)
A= —2 % (Ixun — lruan) €]
A~ P (2wpa) (5)

where /Ny and fpy; are the log-likelihoods of the null and
full models, respectively, and 2wy is the number of additional
parameters in the full model relative to the null model.

Our approach draws inspiration from Granger causality,
which tests whether incorporating lagged values of one time
series improves prediction of another beyond what can be

achieved using only the target series’ own history. In tradi-
tional Granger causality, this involves comparing a restricted
autoregressive model against an unrestricted model that in-
cludes additional predictive variables. Our PST adapts this
framework to the bitstream context: rather than comparing
against an autoregressive baseline, we compare against the
fundamental assumption of randomness itself—represented by
our null model. This comparison allows us to detect any
predictive structure in the bitstream, whether from recent or
offset windows, that deviates from true randomness.

III. DATASET

To establish a dataset, we retrieved a 10-million-bit sample
from the NIST Randomness Beacon [17]]. This unmodified
bitstream serves as our high-quality random baseline, which
we then modify by introducing controlled dependencies to
assess whether our method detects predictability when present.
We define two parameters for this overwrite procedure: the
overwrite window size w,, and overwrite offset o,,. These
parameters govern the spatial arrangement of the procedure:
Woyw specifies the number of bits used to compute the overwrite
probability at each step, and o,y determines the separation be-
tween the context window and the future bit to be overwritten.

To control the strength and pattern of the induced depen-
dencies, we randomly initialize a coefficient vector of length
Wow. For each overwrite location, the following procedure is
applied exactly wq,, times:

1) Extract the current w,, bits from the bitstream (context
window) and compute their dot product with the coeffi-
cient vector, adding a constant bias term of 1.0.

2) Pass this value through a sigmoid function to obtain an
overwrite probability.

3) Compare this probability against a pre-generated random
threshold in [0, 1].

4) If the probability exceeds the threshold, overwrite the
target bit—located wqy X 0ow positions ahead of the end
of the context window—with a 1; otherwise, overwrite
it with a 0. E.g., given w,,, = 8 and o0,,, = 6 when the
context window includes bit positions [0-8), the target bit
to be overwritten is at bit position 56.

5) Shift the context window forward by one bit and repeat
until wey consecutive overwrites have been performed.

Overwrite locations are non-overlapping with randomized
spacing to prevent alignment effects and periodic patterns.

For the experimental datasets, we vary the total number
of overwrite locations from 0 to 3000 in increments of 50.
For each setting, we generate 30 independently modified
bitstreams by re-sampling the coefficient vector for each run.
This design allows us to systematically evaluate the sensitivity
of our method to increasing amounts of injected structure,
while maintaining statistical robustness through repeated trials.
We note that the number of overwrites is small compared to the
total length of the bitstream— 3000 overwrites when wg,, = 8
only represents 0.24% of the bitstream.



TABLE I: Recall rates for detecting non-randomness in bitstreams with varying numbers of predictive overwrites.

Recall versus number of overwritten sequences

Method (For each cell, n = 30)

300 600 900 1200 1500 1800 2100 2400 2700 3000
Predictive Structure Test (ours) | 0.00 0.00 030 057 0.63 080 097 1.00 1.00 1.00
Approximate Entropy 0.00 0.00 000 000 0.00 0.13 0.13 0.17 023 0.27
Block Frequency 0.00 0.00 000 000 0.00 000 0.00 0.00 003 0.13
Cumulative Sums Forward 0.00 0.00 0.10 0.13 037 043 047 050 053 0.63
Cumulative Sums Reverse 0.00 0.00 0.10 0.13 0.13 0.13 0.13 033 043 0.53
Discrete Fourier Transform 0.00 0.00 0.00 0.00 0.00 0.00 000 0.00 0.00 0.00
Frequency 0.00 0.03 0.13 0.13 0.13 0.17 0.17 040 050 0.60
Linear Complexity 0.00 0.00 0.00 0.00 0.00 0.00 000 0.00 0.00 0.00
Longest Run of Ones 0.00 0.00 0.00 000 0.07 0.17 023 023 027 0.27
Non-overlapping Template 0.00 0.00 0.17 030 033 043 043 043 043 043
Overlapping Template 0.00 0.00 0.17 023 030 033 033 037 037 0.37
Random Excursions 0.00 0.00 0.00 0.00 0.00 0.00 003 0.00 0.00 0.00
Random Excursions Variant 0.00 0.00 0.00 0.00 0.00 0.00 003 0.00 000 0.00
Rank 0.00 0.00 0.00 000 0.00 0.00 0.00 0.03 007 0.07
Runs 0.00 0.00 0.00 0.17 029 037 037 042 038 0.29
Serial 0.00 0.00 0.00 0.00 0.00 0.00 000 0.00 000 0.00
Universal Statistical 0.00 0.00 0.00 0.00 0.00 0.00 000 0.00 0.00 0.00

IV. RESULTS

A. Experimental Parameters

All experiments discussed in Sections and use
a window size of wpy = wow = 8 and an offset of
Opst = Oow = 6. These values were selected to maintain
consistency between the test parameters and the dataset gen-
eration process, ensuring that the spatial arrangement of the
predictive windows in the test aligns with the injected structure
in the modified datasets. We recognize that this configuration
represents a best-case scenario where the test parameters are
matched to the structure present. In practical applications,
identifying suitable parameters would require a grid search
or other parameter selection strategy. We provide a brief
discussion of sensitivity in Section In the present study,
our goal is to compare the PST to the NIST-STS tests under
conditions where predictability is known to be present and
should be detectable. To apply the NIST-STS we utilize an
implementation provided by the“STandard Entropy Evaluation
Report” (STEER) framework E] We use the default parameters
specified by STEER for each of the NIST-STS testsﬂ

B. Predictive Dependency Detection

As previously discussed, we conduct experiments varying
the number of times a predictive dependency sequence is
introduced into the bitstream and for each experiment we

Uhttps://github.com/SMU-DDI/steer-framework

2For tests which report multiple p-values (e.g., the random excursions tests)
we take the minimum p-value to give NIST-STS the best chance of detection.
For the non-overlapping template matching test we use STEER’s 100+ default
templates and apply Fisher’s combined probability to obtain a single p-value
[18].

conduct 30 variations using different coefficients | We eval-
uate each test’s detection capability using o = 0.01, which
is standard for the NIST-STS [5]. Table |I| presents recall
rates for each test across all experiments. PST demonstrates
substantially higher recall rates compared to NIST-STS tests
as the number of predictive dependencies increase. At 2400
overwritten sequences and greater, the PST achieves 100%
recall compared to the next best performer, Cumulative Sums
Forward (Cusums), which achieved only 63% recall at 3000
overwritten sequences. Additionally, the NIST-STS tests all
show plateauing or inconsistent performance, while the PST
demonstrates consistent improvement as the amount of intro-
duced dependencies increases, reaching optimal performance.

C. Detailed Comparison with Best Competitor

Figure |l| compares the PST and Cusums by plotting the
median p-values and bands for the interquartile ranges. Three
key advantages emerge for our method: faster convergence
to significant detection, substantially lower variance in per-
formance across configurations, and more consistent p-values
below the significance threshold at higher insertion counts.

The Cusums test shows considerable variability, with wide
IQR bands indicating inconsistent performance across different
coefficient configurations. In contrast, the PST exhibits narrow
confidence intervals and steady performance improvement,
demonstrating greater reliability for detecting the specific
type of long-range predictive dependencies that traditional
correlation-based methods may miss. This consistency is
particularly valuable for practical randomness testing where
reliable detection across diverse scenarios is essential.

3Note on computation: Testing performed on an M5 Macbook Pro with 16
GB of RAM. Each PST run took ~ 40 sec. and ~ 6GB of RAM.
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Fig. 1: Median p-values and IQRs of PST vs. Cumulative Sums
Forward as 8-bit predictive dependencies increase.

Ratio Parameters Recall
(Wow/Wpst) | Wpst Opst | Wow Oow | PST ~ Cusums
100% 8 6 8 6 1.00 0.63
57.1% 14 3 8 6 | 0.80 0.47
28.6% 28 1 8 6 | 040 0.47
100% 12 6 12 6 1.00 0.70
100% 16 6 16 6 1.00 0.73
100% 20 6 20 6 1.00 0.83

TABLE II: Recall for bitstreams (n=30) with 3000 predictive
sequences, using different PST parameterizations

D. Sensitivity Analysis

We provide a preliminary investigation into the sensitivity
of the PST to parameterization, leaving more comprehensive
analyses for future work. The PST performs best when wpg
and ops align with wey and ooy, an ideal setting that would
require a grid search to identify. To evaluate less-than-ideal
cases, we test larger PST windows (wps > Wow), as shown in
the top of Table [} Here the ratio wey/ wpy Teflects the share
of predictive bits within the PST’s offset window. The PST
retains high recall even when the overwrite parameters are
mismatched with the PST parameters. At the smallest ratio,
PST recall (0.40) is only two examples lower than Cusums
(0.467), indicating robustness to parameter choice. We further
vary woy to examine whether the Cusums test can match PST
as predictability increases. While PST achieves perfect recall,
Cusums never does, indicating that predictive influence is more
effectively captured by an ideally parameterized PST.

V. CONCLUSIONS

We introduced the Granger-inspired Predictive Structure
Test (PST) as a method for evaluating the quality of random
bit generators and random number generators (RBG/RNG).
Our experiments demonstrated that when dependencies are
inserted into a bitstream, the PST detects these dependencies
far more frequently than methods from the NIST Statistical

Test Suite. For example, on bitstreams with the largest amount
of predictability, the best-performing NIST test achieved only
63% recall, whereas the PST achieved a perfect 100% recall.
Although the PST can capture predictive dependencies that
other tests may miss, it iS sensitive to parameter choices,
necessitating a grid search for optimal performance. Even so,
in contexts such as post-quantum cryptography, where the
quality of random bitstreams is critical, parameter searches
allow the test to be fine-tuned for optimum recall.
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