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Abstract. An enhanced true random number generator (TRNG) ar-
chitecture based on a photonic entropy source is presented. Photonic
TRNGs are known to produce photon sequences at randomly distributed
time intervals as well as random superimposed quantum states. We de-
scribe a TRNG architecture that takes advantage of both of these sources
of entropy with a dual-source extractor function. We show that the
amount of harvested entropy exceeds that compared to implementations
comprised of only one of these sources. We also describe an implementa-
tion of a beam splitter used within the architecture that is suitable for
implementation in a photonic integrated circuit that has been simulated
and fabricated.

Keywords: TRNG · QRNG · Extractor function · Photonic Integrated
Circuit · Hadamard.

1 Introduction

The lack of high-quality random number sources in otherwise secure systems has
been the cause of several well-documented security breaches [4][12][15]. Many de-
vices require a continuous supply of random values to support the implementa-
tion of various modern cryptographic methods. It is desirable for the generation
of random bit streams to be accomplished at high data rates to support appli-
cations such as modern secure high-speed communications. This need is coupled
with the added constraint that random values must be of very high quality in
terms of their independence and other statistical properties in order to preserve
the integrity of encryption protocols. Additionally, high-speed and high-quality
random number generators should be as inexpensive, rugged, and reliable as
possible when the hosting devices are intended to be mass-produced.

The physical sources used in true random number generators (TRNG) are
sometimes referred to as “weakly random sources” since it is practically impos-
sible to measure or observe the source output without adding some degree of
determinism, bias, or correlation. For this reason, TRNGs also incorporate ex-
tractor functions, or simply “extractors,” that transform the output of a weakly
random source into an equally likely and independent string of random bits.
Many di↵erent weakly random sources have been identified and used in TRNGs,
such as those based upon quantum e↵ects, electronic metastability, electronic
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chaos generation, radioactivity, thermal e↵ects, atmospheric e↵ects, deep space
radiators, and others. Because the theory of observing the results of quantum
mechanical interactions is based on probabilistic axioms, entropy sources that
rely upon the measurement or observation of superimposed quantum state infor-
mation are considered here and have been used in the past [3]. We utilize such
a source with photonic information carriers and show how two independent bit
streams may be extracted in an e�cient manner with only minor architectural
changes required as compared to previous photonic architectures.

2 Quantum Photonic TRNG Architecture

In general, TRNGs are comprised of a physical source, an observation or mea-
surement stage, and a post-measurement processing stage known as an “extrac-
tor” function, as shown in Fig. 1. The purpose of the extractor is to discard
the undesired biases, correlations, and other deterministic components in the
source measurements and to transform random values to output values that are
as close as possible to being independent and equally likely. From an informa-
tion theoretic point of view, the goal of the TRNG extractor is to maximize the
information entropy in the output values by utilizing as much of the entropy
present in the physical source as possible. Furthermore, the extractor function
ideally produces values that are independent and uniformly distributed regard-
less of the native distribution of the physical source observations. For at least
these reasons, extraction functions are very important with regard to the qual-
ity of TRNG output values. We propose a TRNG implemented in a Quantum
Photonic Integrated Circuit (QPIC) using location-encoded (aka, “dual-rail”)
methods for information representation.

Fig. 1. A generic and typical TRNG block diagram including a physical source and
extractor function.

We propose an architecture wherein a single photon pump excites a sponta-
neous parametric down conversion (SPDC) device to generate a heralded single
photon source in the form of a signal and idler photon pair. The signal is then
applied to a 50-50 beam splitter, used as a Hadamard operator, that drives the
two waveguides representing orthogonal basis states, |0i and |1i. The idler pho-
ton is transmitted in a third waveguide that enables a heralded implementation.
Each of the three waveguides drives a single-photon avalanche diode (SPAD)
detector that we denote as SPAD-0, SPAD-1, and SPAD-T. Thus, a random
bit stream is produced depending upon which of SPAD-0 and SPAD-1 indicate
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energy detection that is correlated in time with an active output from SPAD-
T. This approach for implementing a TRNG using photonic quantum e↵ects
is well-known and variations of this approach are used in commercial devices
[2][10][11][14][16]. Fig. 2 contains a diagram illustrating this approach.

Fig. 2. A TRNG comprised of SPS, SPDC, and three SPADs.

As an example, the single photon source (SPS) in Fig. 2 is comprised of
a pulsed laser source with wavelength 405nm serving as a pump and a rotat-
able half-wave plate (HWP) for adjusting the angle of linear polarization of the
pump photon with the optical axis of the spontaneous parametric down converter
(SPDC). The down-converted signal and idler photons are at 810nm wavelength.
The topmost beam in Fig. 2 is indicative of the idler and is detected by SPAD-
T whereas the bottommost beam produced by the SPDC is indicative of the
810nm signal photon beam and is path adjusted via mirrors M1 and M2 prior
to entering the beam splitter. The beam splitter serves as a location-encoded
Hadamard operator thus causing the position state of the signal photon to be
equiprobable. The two outputs of the beam splitter and the idler photon are
applied to detectors, SPAD-0, SPAD-1, and SPAD-T that supply input signals
to an FPGA or CPU. When the FPGA or CPU receives a heralded input due to
detection from SPAD-0 or SPAD-1, a randomly generated bit is produced based
on which detector was activated.

In practice, a microcontroller (not shown) will provide the proper quenching
of the SPAD and will maintain its operation in Geiger mode. The heralding, or
triggering modality of the TRNG in Fig. 2 also provides the counts that allow
coincidence statistics to ensure the system operated in the quantum regime, in
spite of detection imperfections and possible laser drift.

Our proposed architecture is the same as that shown in Fig. 2 with the
exception that the FPGA or CPU core is programmed to take advantage of
two sources of entropy from the SPS. A physical photon entropy source such
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as that in Fig. 2 exhibits two di↵erent and statistically independent random
characteristics. The first is a sequence of measurements based upon whether
energy is detected at SPAD-0 or SPAD-1 as just described. The second is the
sequence of time intervals between photon detection at either SPAD-0 or SPAD-
1. It is irrelevant whether detection occurs at either SPAD-0 or SPAD-1 with
respect to the sequence of time intervals separating photon generation. Thus, the
time interval sequence is statistically independent with respect to the sequence
of generated bits due to SPAD-0 and SPAD-1. Therefore, we consider the SPS
as providing two independent entropy sources that are statistically independent.

Recent past results indicate that TRNGs based upon two sources can be
superior as compared to a single source TRNG [5][6]. Our two-source approach
utilizes two random variables (RV) where one is a Bernoulli distributed RV,
X, and the other is a time series of sub-Poissonian distributed time intervals
denoted as RV Y that originate as characteristics of the same single SPS. The
extractor for the Bernoulli distributed RV X with variate x

i

is denoted Ext2(X)
and utilizes the outputs of two single-photon avalanche diodes (SPAD) shown
as SPAD-0 and SPAD-1 in Fig. 2. We denote the RV V with variate v

i

as the
extracted value of variate x

i

. The RV V has two possible outcomes and hence
the event space is F2 = {0, 1}.

We also utilize an extractor function, Ext
r

(Y ; r), for the sub-Poissoinian
distributed RV Y that was recently introduced in [18] and referred to herein
as “[TT:18].” RV W with variate w

i

is extracted from RV Y via the use of
Ext

r

(Y ; r). The variates, y
i

, of Y as utilized in our proposed TRNG architecture
are of the form of a discretized set of time intervals, �t

i

. The w
i

values are
radix-R values in the form of a bitstring of length r that have values w

i

2 F
r

=
{0, 1, · · · , 2r � 1} where the number of di↵erent bitstrings is also |F

r

| = R and
where R = 2r > 2. The extractor function Ext

r

(Y ; r) receives input from SPAD-
T in Fig. 2 and is implemented in the FPGA or CPU core that is also shown in
Fig. 2.

Because X and Y are statistically independent and uncorrelated, the overall
composite extractor of our TRNG is formed from Ext2(X) and Ext

r

(Y ; r) and is
denoted as Ext(X,Y ; r) = Ext2(X)||Ext

r

(Y ; r) where || denotes the concatena-
tion operation. The order of concatenation is arbitrary and irrelevant. Generally,
any arbitrary permutation of the bitstrings resulting from Ext(X,Y ; r) would
su�ce due to the fact that V and W are equally likely and independent.

Lemma 1. A TRNG with a quantum photonic source as depicted in Fig. 2 and

a composite extractor function Ext(X,Y ; r) = Ext2(X)||Ext
r

(Y ; r) yields gen-

erated values that are uniformly distributed when Ext2(X) produces a uniformly

distributed RV V and Ext
r

(Y ) produces a uniformly distributed RV W .

Proof. The probability that a variate of V is a value in the set F2 = {0, 1} is
1
2 since V is uniformly, or in this case, Bernoulli distributed with probability
of success 1

2 . Likewise, the probability that a variate of RV W is a value in
the set F

r

is 1
2r since W is also uniformly distributed. Since RVs V and W are

independent, the probability of the r + 1 bit concatenated variate of RV S, or
s
i

= v
i

||w
i

is P [V ||W ] = P [X \ Y ] = P [X]P [Y ] = 1
2r+1 .
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3 TRNG Theory and Analysis

The detection of photons by either SPAD-0 or SPAD-1 is theoretically modeled
as a sequence of events corresponding to observations of a Bernoulli-distributed
random variable (RV), X, with parameter p. In the theoretically ideal case, the
Hadamard operator is implemented with a perfect 50:50 beam splitter resulting
in the Bernoulli PMF parameter p being exactly 1

2 . However, as discussed in a
later section, perfectly ideal beam splitters are not realizable in the laboratory
or in manufacturing environments. Thus, an extractor function is used to adjust
for practical tolerances in actual beam splitters.

We model the output of a SPAD as the function f
SPAD

that has a nominal
output of 0V. Upon detecting a photon at time t, f

SPAD

produces a rising edge of
a short duration pulse where the constant T

SPAD

represents the short pulsewidth
characteristic of the SPAD and u(t) represents a unit step function. The SPAD
characteristic behavior as modeled by f

SPAD

is f
SPAD

(t) = u(t)�u(t�T
SPAD

)
when SPAD-T detects an idler photon at time t.

In considering the case of an ideal beamsplitter, the quantum state of the
location-encoded photon is maximally superimposed and is of the form |�i =
|0i+|1ip

2
since the parameter p in a Bernoulli probability density function is 1

2 .

This results in a photon detection event that is equally likely to happen in either
SPAD-0 or SPAD-1 with probability of occurance equal to 1

2 in response to the
production of a signal and idler pair from the SPDC. However, in terms of actual
implementations of beam splitters, such an ideal case is never achieved in practice
since the devices are fabricated within tolerance levels and may also su↵er from
other imperfections. Thus the TRNG with an architecture such as that in shown
in Fig. 2 is more realistically modeled with the parameter p being of the form
p 6= 1

2 . For this reason, we employ the use of the well-known von Neumann
extractor function for Ext2(X) although other previously known extractors such
as the Trevisan or Toeplitz Hashing approach may be used depending upon the
intended application of the TRNG. For the purpose of this paper, the choice
of the particular extractor used for this portion of the circuit is not relevant to
the main contribution. Extractor Ext2(X) produces the extracted sequence of
variates v

i

from the extracted RV V .
The sequence of measured time intervals between photon detection events is

representative of a sub-Poissonian process and is denoted by RV Y [1][7][19]. The
variates y

i

of RV Y are discretized values representing each interval �t
i

. The
detection coincidence window values, T

win

, are chosen and used in the FPGA (or
CPU software) in regard to the SPS parameters to ensure that the time intervals
between detection pulses from SPAD-T are indeed sub-Poissonian distributed
thus minimizing photon number bunching within a measurement interval.

The actual �t
i

2 R time intervals are positive, real, and non-zero. Due to
the fact that the TRNG is implemented with a hybrid of photonic, analog, and
digital electronic circuitry, the observation and measurement of RV Y results in
a discrete positive integer-valued variate, y

i

, from the interval y
i

2 [n1, n2]. The
integer-valued y

i

measurement estimates the actual real-valued �t
i

value via the



6 M. Thornton et al.

relationship y
i

= d�t
i

⇥ ⌧e where ⌧ is the clock period of a digital incrementor
circuit or counter within the TRNG that counts the number of ⌧ time intervals
that elapse between adjacent photon detection events in time.

Fig. 3 contains a plot of the TRNG detector activations. The heralded detec-
tor output is indicated on the horizontal axis representing the SPAD-T detector
when it detects the presence of an idler photon as shown via a tick mark labeled
t
i

. t
i

is the time at which the SPAD-T detects an incident idler photon causing a
rising edge of f

SPAD

. The vertical axis is labeled with two events; the detection
of a signal photon at either the SPAD-0 or SPAD-1 detector. Each black dot
on the plot of Fig. 3 indicates whether the signal photon was detected by the
SPAD-0 or SPAD-1 detector. Theoretically, the signal photon is equally likely to
be detected at either the SPAD-0 or the SPAD-1 detector since it is placed into
maximal and equal superposition due to the Hadamard operator realized as a
beam splitter and the resulting extracted v

i

value as shown in Fig. 2 .

Fig. 3. Plot of time sequence of detected photon events by SPAD-0 and SPAD-1.

Fig. 3 actually indicates two statistically independent random processes.
The first is modeled as RV V and is the equally likely event that the sig-
nal photon is detected by either the SPAD-0 or SPAD-1 detector. The sec-
ond process, denoted as event RV X, corresponds to the event that the idler
photon is detected by SPAD-T at some time interval �t

i

where �t
i

= t
i+1 �

t
i

. Alternatively, the two sets of observations of RVs shown in Fig. 3 can be
interpreted as the set of X observations, {1, 0, 0, 0, 1, 0, 1, 0} and the set of
Y observations {y1, y2, y3, y4, y5, y6, y7} are the discretized values representing
{�t1,�t2,�t3,�t4,�t5,�t6,�t7}. In terms of information theory, each obser-
vation of X and Y yields some amount of self-information of the corresponding
extracted values v

i

and w
i

, denoted as I(v
i

) and I(w
i

). The self-information, in
units of bits, that corresponds to the event that RV A is observed to have an
outcome of a

i

(i.e. A = a
i

) is given in Equation 1.

I(A = a
i

) = �log2[P (A = a
i

)] (1)

In the case of the information content of the strings resulting from the com-
posite extractor function, Ext(X,Y ; r) = Ext2(X)||Ext

r

(Y ; r), the TRNG pro-
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vides a series of bit strings comprised of substrings, s
i

, where s
i

is the con-
catenation of the r-bit string w

i

extracted from the y
i

variates using extractor
Ext

r

(Y ; r) = w
i

, and the corresponding single bit values v
i

extracted from
variates x

i

using the von Neumann extractor v
i

= Ext2(X). Thus, the TRNG
produces a series of substrings s

i

that are comprised of r + 1 bits formed as a
concatenation s

i

= v
i

||w
i

.

Lemma 2. The concatenated string of r + 1 bits, s
i

= v
i

||w
i

, contains self

information that is the arithmetic sum of the self information of v
i

and w
i

.

Proof. From Lemma 1 it is proven that s
i

, a variate of RV S, is uniformly
distributed where s

i

= v
i

||w
i

and where v
i

and w
i

are each independent variates.
Thus P [s

i

] = P [v
i

||w
i

] = P [v
i

\ w
i

] = P [v
i

]P [w
i

] = P (v
i

)⇥ P (w
i

) = ( 12 )(
1
2r ) =

1
2r+1 . Using the definition of self-information in Equation 1:

I(s
i

) = �log2[P (v
i

)⇥ P [w
i

] = �log2[P (v
i

)]� log2[P (w
i

)] = I(v
i

) + I(w
i

)

For the ideal Hadamard operator in Fig. 3, the self-information due to an
observation of RV X is, not surprisingly, one bit in the ideal case. For the RV W ,
the self-information due to the extracted value w

i

is based on a substring of size
r. Since the extracted w

i

are ideally uniformly distributed, the self information
is:

I(w
i

) = �log2[P (w
i

)] = �log2


1

2r

�
= log2(2

r) = r (2)

Information entropy is the expected value of the self-information, H(A) =
E{I(A)}. Thus, for N

tot

observations of A, assuming each A is comprised of k
bits, the corresponding information entropy in units of bits is given in Equation
3.

H(A) = E{I(A)} =
k⇥N

totX

i=1

I(A = a
i

)P [I(A = a
i

)] (3)

From probability theory, it is the case that P [I(A = a
i

)] = P [�log2{P (A =
a
i

)}] = P [A = a
i

], thus Equation 3 can be simplified to the well-known form in
Equation 4.

H(A) = E{I(A)} =
k⇥N

totX

i=1

P [a
i

]log2(P [a
i

]) (4)

Theorem 1. A TRNG with a quantum photonic source SPS as depicted in Fig.

2 and a composite extractor function Ext(X,Y ; r) = Ext2(X)||Ext
r

(Y ; r) har-

vests more entropy from the SPS source than a TRNG that uses only the extrac-

tor Ext2(X) or only the extractor Ext
r

(Y ; r).
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Proof. RV X and Y are statistically independent since the generation of photon
pairs from the SPDC in the TRNG depicted in Fig. 2 occurs probabilistically and
before the generated signal photon is placed into a state of superposition by the
beamsplitter and subsequently detected by either SPAD-0 or SPAD-1. The N

tot

-
length sequence of {w

i

} is extracted from the N
tot

-length sequence {y
i

} that are
discretized values of {�t1,�t2, ,�t

N

tot

}. While the N
tot

-length sequence {y
i

} is
a set of discretized sub-Poissonian distributed values of {�t1,�t2, ,�t

N

tot

}, the
corresponding {w

i

} sequence is a set of uniformly distributed length-r substrings
due to extractor Ext

r

(Y ; r) that are independent with regard to the signal pho-
ton being placed into a state of superposition prior to its detection by either
SPAD-0 or SPAD-1. Alternatively, the outcome of the extracted v

i

value from
RV X is due to a fundamental axiom of quantum mechanics that is independent
of the time intervals separating signal and idler pair generation from the SPDC.

The maximum amount of entropy available from a sequence of N
tot

variates
{v

i

} extracted from RV X occurs when the beam splitter is ideal and hence the
von Neumann extractor has 100% e�ciency and yields N

tot

random bits when
N

tot

bits are operated over by the extractor. Thus, since each bit is equally likely
to be zero or one, the resulting harvested entropy due to Ext2(X) is calculated
on a per bit basis using Equation 4 resulting in Equation 5.

H({v
i

}) = �
1⇥N

totX

i=1

P (v
i

)log2[P (v
i

)] = �N
tot

✓
1

2

◆
log2

✓
1

2

◆
=

N
tot

2
(5)

Likewise, the entropy harvested from a sequence of N
tot

substrings of length
r, {w

i

}, extracted from RV Y by Ext
r

(Y ; r) is given by Equation 4 resulting in
Equation 6.

H({w
i

}) = �
r⇥N

totX

i=1

P (w
i

)log2[P (w
i

)] = �(r ⇥N
tot

)

✓
1

2

◆
log2

✓
1

2

◆
=

N
tot

2
(r)

(6)

Finally, the energy harvested from the sequence {s
i

} of length N
tot

using the
composite extractor Ext(X,Y ; r) = Ext2(X)||Ext

r

(Y ; r) is given by Equation
4 resulting in Equation 7.

H({s
i

}) = �
(r+1)⇥N

totX

i=1

P (s
i

)log2[P (s
i

)] = �
(r+1)⇥N

totX

i=1

P (v
i

||w
i

)log2[P (v
i

||w
i

)]

= �
(r+1)⇥N

totX

i=1

P (v
i

\ w
i

)log2[P (v
i

\ w
i

)] = �
(r+1)⇥N

totX

i=1

P (v
i

)P (w
i

)log2[P (v
i

)P (w
i

)]

= �
(r+1)⇥N

totX

i=1

✓
1

2

◆✓
1

2

◆
log2

✓
1

2

◆✓
1

2

◆�
= [(r + 1)⇥N

tot

]

✓
1

2

◆
=

N
tot

2
(r + 1)

(7)
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Comparing the entropy H({s
i

}) in Equation 7 with H({v
i

}) in Equation 5,
we can calculate bounds on the value of r to ensure H({s

i

}) > H({v
i

}):

N
tot

2
(r + 1) >

N
tot

2
=) r > 0

Thus, as long as r > 1, the entropy harvested from timing intervals w
i

is
larger than that from the state detection v

i

and the proof is complete.

4 TRNG Implementation

A quantum photonic integrated circuit (QPIC) implementation of the TRNG
architecture includes a Hadamard operator, implemented as a beam splitter,
internally in the QPIC. The Hadamard operator is realized in a novel way by
nanoscale frustrated total internal reflection (FTIR) couplers as shown in Fig.
4 [8][13][17][20]. This component comprises a thin trench that cuts across a
waveguide at 45 degrees. This angle promotes total internal reflection (TIR) at
the interface of the waveguide and the trench. If, however, the trench is etched
thin enough so that a portion of the evanescent field is coupled into the subse-
quent waveguide, then the TIR is frustrated. To aid in fabrication and reliability,
the etched trench is often backfilled by atomic layer deposition (ALD) with a
low dielectric constant material. This component therefore allows an integrated
realization of the macroscopic beamsplitter realization of a Hadamard gate. Fig.
4a depicts a schematic diagram of the arrangement of the integrated waveguides
and the nanoscale FTIR coupler. Fig. 4b depicts a finite di↵erence time domain
(FDTD) simulation of photon tunneling into two perpendicular waveguides us-
ing a nanoscale FTIR coupler. A cross section of such a fabricated trench is
shown in the scanning electron microscope (SEM) photograph of Fig. 4c, and a
scanning electron microscope (SEM) photograph in Fig. 4d of a fabricated and
functional nanoscale FTIR coupler.

Fig. 4. Architecture, FDTD simulation, and scanning electron micro.
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The FPGA, or alternatively an embedded CPU core, in Fig. 2 receives output
from SPAD-T, SPAD-0, and SPAD-1. Internally the FPGA or CPU processing
logic implements the extractor functions and produces a random bit stream as
output in addition to other signal conditioning and control functions. Fig. 5
depicts a block diagram that partially illustrates the FPGA/CPU functionality
of the proposed TRNG depicted in Fig. 2. This functionality is implemented as
FPGA processing logic and/or as software in an embedded CPU core.

The parameters of the TRNG denoted as ⌧ and R in Fig. 5 denote the internal
sampling clock period (⌧) that is smaller than the measurement coincidence
window. The radix value, R = 2r is used to quantize the timing intervals�t

i

that
yield the sub-Poissonian distributed variate y

i

2 [n1, n2]. Each time a new idler
photon is detected at SPAD-T, the fixed-point timer logic begins a processing
cycle. The fixed-point timer logic (FPTL) computes�t

i

= t
i+1�t

i

as a quantized
value in the form of an r-bit word y

i

. The FPTL contains an internal incrementor
register that is reset by a rising edge on the output of the SPAD-T detector
and it is configured as an up-counter that increments every ⌧ time units as a
means to compute �t

i

. When an idler photon is detected by the SPAD-T, the
incrementor first outputs its current discretized count value y

i

to the extractor
block labeled [TT:18] in Fig. 5, then it resets and begins counting again from zero.
The output value of the incrementor is the quantized value of �t

i

representing
an observation of RV Y for the previous time interval between photon detections
with a resolution set by parameter ⌧ . Note that y

i

is not necessarily restricted
to being r bits in length as is its extracted value, w

i

.

Fig. 5. Block diagram of digital processing portion of the TRNG.

The block labeled [TT:18] Extractor implements the extractor function de-
noted as Ext

r

(Y ; r) as described in [18]. It produces an r-bit value w
i

whose
value is in the set F

r

= {0, 1, , 2r�1} and that is uniformly distributed and pro-
duced from the input quantized y

i

values derived from corresponding �t
i

values
that are both sub-Poissonian distributed. This block also contains a bu↵er of a
length suitable length to storeN

tot

di↵erent y
i

and w
i

sample values. The [TT:18]
extractor block receives N

tot

quantized y
i

values, applies them to the Ext
r

(Y ; r)
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function, and yields N
tot

di↵erent w
i

output values using the methodology de-
scribed in [18]. The outputs of SPAD-0 and SPAD-1 are registered into single
bit registers labeled “X Register 0” and “X Register 1” depending upon which
SPAD outputs a pulse. The registers have values that are strobed in only when
the SPAD-T rising edge occurs thus ensuring that the SPAD activations are due
to an actual produced signal/idler pair from the SPDC versus some other spuri-
ous or extraneous detections. After an appropriate delay in the SPAD-T output
signal (the delay element is not shown in Fig. 5) the demultiplexer logic outputs
either a “0” or “1” electronic bit into the von Neumann extractor logic circuit
depending on which of SPAD-0 or SPAD-1 was activated.

The von Neumann Ext2(X) extractor logic contains an internal bu↵er in
the form of a serial input shift register that is also of length N

tot

. When N
tot

bits representing variates of RV X have been accumulated, the von Neumann
extractor function evaluates thus ensuring that the samples, v

i

, of RV V are
indeed equiprobable. The block labeled “Composite Extractor” Ext(X,Y ; r) =
Ext2(X)||Ext

r

(Y ; r) receives the N
tot

extracted bitstrings of length r, denoted
as variates w

i

, from the [18] Ext
r

(Y ; r) block and the corresponding N
tot

ex-
tracted bits from the von Neumann Ext2(X) extractor block. It then concate-
nates each r-bit value w

i

with each matching single bit extracted value v
i

and
ideally outputs N

tot

concatenated bit strings, s
i

= v
i

||w
i

each of length r + 1,
as the TRNG output. Although we describe the composite extractor function
Ext(X,Y ; r) = Ext2(X)||Ext

r

(Y ; r) as performing concatenation resulting in
random bit substrings of the form s

i

= v
i

||w
i

, it is actually the case that the
random bit v

i

, can be inserted into any arbitrary location within the random bit
string s

i

without any degradation in terms of TRNG output quality.

5 Conclusion

A new TRNG architecture is presented that has enhanced throughput through
the use of a new two-source extractor function that utilizes two sources of phys-
ical entropy from a single photonic source; a random sequence of time intervals
and the randomness present in measurements of a superimposed quantum state.
We also propose a novel structure that has been designed, fabricated, and tested
in the QPIC of Fig. 4 that serves as the Hadamard operator for the purpose of
transforming the quantum state of a signal photon into a superimposed state
prior to its detection by either SPAD-0 or SPAD-1. This TRNG is suitable for
implementation on a hybrid integrated circuit containing both photonic and elec-
tronic processing. The new extractor functions are implemented either within an
on-chip FPGA or embedded electronic CPU core.
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