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Abstract—Cryptographic primitives may be composed of, or
modeled as collections of switching functions. We show that
Algebraic Normal Form (ANF) coefficients can be recovered
through traversals of a structural netlist. This method avoids the
computationally prohibitive step of first extracting an alternative
switching function representation to enable computation of the
ANF. This method is particularly useful when the cryptographic
primitive of interest is natively in the form of a combinational
logic structural netlist. We present a technique whereby ANF
coefficients can be extracted through traversals of a netlist of
N gates or operators with a computational complexity of O(N).
The netlist representing the switching function of interest does
not require any modification or pre-processing. We also provide
a method for constructing a complete or partial netlist from
a captured black box primitive. This technique is a highly
advantageous alternative to other modern methods for computing
the ANF, given that many modern cryptographic primitives can
be too large to allow for practical computational processing
runtimes or memory requirements.

Index Terms—Cryptography, Security, Algebraic Normal
Form (ANF), Switching Functions
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