
























































Ciphertext, C
Receiver

-1

Sender
Plaintext, P Plaintext, P

Encryption Key, K Decryption Key, K

Encryption Decryption

















































































0

0

0

1

1

1

use

1

Receiver

1

1

0 0

0

1

2

3

3

2

1

2

3

1

1

3

2

-A1 E, +D1

E, +D0use -A0

+D1

+D0

+A1

-D1new

-D0

+A0

new

E, +A0, T

E, +A1, T

Sender



1 ,10 0

3 ,3

3 ,2

2 ,1

1

-A0)

1

1 1

1 1  1 ,11 1

3 ,30 0

3 ,20 0

2 ,1
0 0

new

new

use use

+D1)

(+A1 -A1)

(+A0(-D1

+D0)(-D0











State transition diagram

A

B

X

X

Z = 0 Z = 1

Z = 0 Z = 1

0 1

0 1

A

B

0/1

0/0

1/0 1/1

X/Z

state box
decision box
output box

ASM block

ASM representation











1/0 1/0

(b) Property specification

-/1

0/0
A D

0/0

CB
1/1

0/0

start

1/0
S1

u/0

S2

u/0
sink

0/-

-/-

(a) Design



























I3

initiate ?

Ni  <-- nonce()
m1 <-- E(Ni,I):Kr
Tx(m1)
T    <-- 0

commit <-- 0

Rx(m2)?

T > T0 ?

T = T+1

D(m2) ?

-1(N, Nr) <-- D(m2):Ki

N==Ni ?

m3 <-- E(Nr):Kr
Tx(m3)

commit <-- 1

end ?

0 1

0 1

0 1

0 1

0 1

0 1

I0

I1

I2



R4

commit <-- 0

Rx(m1)?

D(m1)?

(Ni, I) <-- D(m1):Kr-1

Nr       <-- nonce()
m2      <-- E(Ni, Nr):Ki

T         <-- 0

Rx(m3)?

Tx(m2)

T>To ?

T <-- T+1

D(m3)?

N <-- D(m3):Kr
-1

N==Nr?

commit <-- 1

end ?

0 1

0 1

0 1

0 1

0 1

0 1

0 1

R0

R1

R2

R3



Ni/
Tx(m3)

I0

I1

end/-

I2

I3

check

commit

wait

initiate

~Ni/-
Rx(m2)/-

~D(m2)/-

~Rx(m2)/-

initiate/
Tx(m1)

R0

R1

R2

Nr/-

R3

R4

respond

commit

check

wait

ready

~Rx(m3)/-

end/-

~D(m1)/- Rx(m1)/-

-/Tx(m2)

Rx(m3)/-
~Nr/-~D(m3)/-







initiateR?

Rx(m2ZR)?

Rx(m1IZ)?

Rx(m3IZ)?

Rx(m1IR)?

Rx(m2IR)?

Rx(m3(IR)?

Z0

from

0 0 0

0 0

0

to to to to to to toZ1 Z4 Z2 Z3 Z5 Z6 Z7

from Z1 from Z2 from Z3 Z3.1 from Z3.2 from Z4 from Z4.1 from Z5 from Z6 from Z7

Nz <-- nonce()
m1 <-- E(Nz,Z):Kr
Tx(m1ZR)

Z1

from Z0
initiateR

(N,Nr) <-- D(m2):Kz -1

m3        <-- E(Nr):Kr
Tx(m3ZR)Tx(m2I’R)

back to Z0

Z0from 

back to back to back toZ0 Z0 Z0

Z4

Z4.1

  D(m2)?
0 1

   fake ?
0 1

commitZR <--1

endZR?
0 1

on on Rx(m2ZR) 



(Ni,I) <-- D(m1):Kz -1

D(m2)?

fake ?

Nz <-- nonce()
m2 <-- E(Ni,Nz):Ki
Tx(m2IZ)

m1 <-- E(Ni,I):Kr

on

Tx(m1I’R)

0 1

0 1

Z0from 

Z2 Z3

D(m3)?

N <-- D(m3):Kz -1

 fake ?

N == Nz?

Z0from 

Tx(m3I’R)
m3 <-- E(N):Kr

Z3.2

endI’R?endIZ?

Z3.1

back to back toZ0 Z0back to Z0 Z0back to

0

0 1

0 1 0 1

1

back to Z0 back to Z0 back to Z0

commitIZ <--1 commitI’R <--1
commitIZ  <--1

Rx(m1IZ)on Rx(m3IZ)

Rx(m1IR)on
Z0from

Z5

delete ?

Z0

del(m1IR)Tx(m1IR)

0 1   fake ?

delete ? Tx(m2IZ)

Tx(m2IR) del(M2IR)

Z0from
Rx(m2IR)on

0 1

0 1

Z6

  fake ?

delete ? Tx(m3ZR)

Tx(m3IR) del(M3IR)

Z0from
Rx(m3IR)on

0 1

0 1

Z7

back to back to back to back to back to back to back toZ0 Z0 Z0 Z0 Z0 Z0 Z0back to





A0

A1b

A2b

A1c

endAB/-

A2c

~Na/-
Rx(m2AB)/-

~Rx(m2AB)/-

Tx(m1AB)
~D(m2)/- initiateB/

Tx(m1AC)

Rx(m2AC)/-
~Na/-

initiateC/
~D(m2)/-

~Rx(m2AC)/-

A3b A3c

A_commitACA_commitAB

Na/
Tx(m3AB) Tx(m3AC)

Na/
endAC/-



B0

B1a

B_commitCB

B2a

B3a

B1c

B2c

B3c
~D(m3)/-

~D(m1)/- ~D(m1)/-

Rx(m1AB)/- Rx(m1CB)/-

~Rx(m3)/-~Rx(m3)/-

Rx(m3AB)/- Rx(m3CB)/-
~Nb ~Nb

~D(m3)/-

-/Tx(m2AB) -/Tx(m2CB)

B4a B4c

endCB/-endAB/-

Nb/-Nb/-

B_commitAB





C7

C4.1

n/

Rx(m3AC)/-

C4 C5

C6

C1

C0

n/-

C2

C3

C3.2 endA’B/-

n/

del(m1AB)

f/

d/
del(m2AB)

d/
del(m3AB)

-/Tx(m1CB)

initiateB/-

Tx(m1AB)

Tx(m2AC)

Tx(m3AB)

Tx(m2A’B)
f/

n/
Tx(m2AC)

Tx(m1A’B)
f/

Tx(m2AB)
n/

Tx(m3CB)
f/

d/

C_commitCB

Rx(m1AC)/-

Rx(m2CB)/-

Tx(m3CB)
n/

Rx(m3AB)/-

Rx(m2AB)/-

Rx(m1AB)/-

endCB/-

C3.1

endAB/-

C_commitAC

f/
Tx(m3A’B)

(C_commitAC)
C_commitA’B







-/-

A0,B0

B_commitAB
~ A_commitAB

-/-

-/-



A1c,  B0,  C2

m3A’B  : C(A) -> B

A1c,  B2a,  C6

A1c,  B1a,  C0

A0,   B0,   C0

A2c,  B2a,  C0

A3c,  B2a,  C3

A3c,  B4a,  C3.2

m2A’B  :  B -> C(A)

m1A’B   : C(A) -> B

m1AC    : A -> C

m2AC   :  C -> A

m3AC   :  A -> C











































Ka_prv
Ka_pub
Ks_pub

Ka_pub

Kb_pub
Ks_pub

A B

S

Trust domain

Ks_prv

Kb_prv

Kb_pub

Ks_pub

Meta Server

authentication protocol run
to be protected

using Ka_prv
meta exchange

and Ksa_prv
using Kb_prv
and Ksb_prv

meta exchange



Ka_prv
Ka_pub
Ksa_pub

A

Sa
Ksa_prvKsb_pub

Ka_pub
Ksa_pub

Meta Server

Kb_pub
Ksb_pub

Trust domain 2

B
Kb_prv

Sb
Ksb_prv

Ksb_pub
Kb_pub
Ksa_pub

Meta Server

to be protected

meta exchange meta exchange
using Kb_prvusing Ka_prv

and Ksa_prv and Ksb_prv

using Ksa_prv
and Ksb_prv

meta exchange

authentication session

Trust domain 1













S
meta server

A B

ICVa,  ICVb’
A calculates

ICVb,  ICVa’
B calculates

[S, B, A, Ts, ICVa’]Ks_prv

[A, B, Ta, ICVb’]Ka_prv
[B, A, Tb, ICVa’]Kb_prv

A rejects the session
if, ICVa’ != ICVa if, ICVb’ != ICVb

B rejects the session

the real authentication results
if the session is accepted, A and B further process 

real authentication session to be protected

trust domain

m1
m1’

m2

m2’

[S, A, B, Ts, ICVb’]Ks_prv



Sa Sb BA
meta servermeta server

ICVa,  ICVb’
A calculates

[A, B, Ta, ICVb’]Ka_prv

B calculates

m3’

ICVb,  ICVa’

[Sa,A, B, Tsa, ICVb’]Ksa_prv

real authentication session to be protected

[Sb, B, A, Tsb, ICVa’]Ksb_prv
[Sa, B, A, Tsa, ICVa’]Ksa_prv [Sb, A, B, Tsb, ICVb’]Ksb_prv

[B, A, Tb, ICVa’]Kb_prv

if, ICVa’ != ICVa
A rejects the session

if, ICVb’ != ICVb
B rejects the session

the real authentication results
if the session is accepted, A and B further process 

trusted domain 1 trusted domain 2

m1
m2

m1’

m3
m2’



A

Sa

B

Sb

meta channel
y’

meta channel

meta channel

real authentication channel

x
y’

y
x’

x’

Sa Sb B
(y’)Ksa_prv

A
(y’)Ka_prv

(x’)Ksa_prv (x’)Ksb_prv (x’)Kb_prv

(y’)Ksb_prv









BA
A, B, (Na)Kab

B, A, (Na + 1)Kab

Kab

m1

m2

initiator responder

Kab

C (B)A
A, B, (Na)Kab

B, A, (Na)Kab

m1

Kab

m1’

initiator responder

B

A, B, (Na + 1)Kab

B, A, (Na + 1)Kab

m2’

m2

intruder

original sessionparallel session

Kab



SaA

ICVa,  ICVb’
A calculates

initiator meta server intruder

original authentication session

[Sa,A, B, Tsa, ICVb’]Ksa_prvm1
m2

aborts session

ScC (‘B’)
meta server

??

Sb
meta server

[Sb, A, B, Tsb, ICVb’]Ksb_prv

B
‘responder’

m3
B ignores m3

trust domain a trust domain c trust domain b

parallel authentication session

A calculates
ICVa,  ICVb’

[A, B, Ta, ICVb’]Ka_prv
m1 [Sa,A, B, Tsa, ICVb’]Ksa_prv

m2

m3
[Sb, A, B, Tsb, ICVb’]Ksb_prv

B ignores m3

times out,

A does not get
validation message:

aborts session
times out,
validation message:
A does not get

[A, B, Ta, ICVb’]Ka_prv

needed message
C can’t send ??

C can’t send
needed message







initiator responder authentication server

B ASA
Ka Kb Ka

B recovers Kab

Kb

A, B, Na

( Na, B, Kab, (Kab, A)Kb )Ka

m0’

m0’’

(Kab, A)Kb

(Nb)Kab
m2

m1

AS generates and sends Kab

A requests for a session key with B

(Nb - 1)Kab
m3

A recovers Kab,
forwards B’s portion



C (‘A’) B AS
authentication serverresponderintruder

Kb
Ka

B recovers Kab

Kb
A

Ka

initiator

(Kab, A)Kb
m1’

(Nb)Kab
m2’

(Nb - 1)Kab
m3’

C replays old message between A and B

C replays the next message also

SaA
initiator meta server

Sc
meta server

Sb
meta server

B
‘responder’

needed message

C (‘A’)
intruder

trust domain b

B calculates
ICVb,  ICVa’

m1
[B, A, Tb, ICVa’]Kb_prv

[Sb, B, A, Tsb, ICVb’]Ksb_prv
m2

m3

A ignores m3

trust domain ctrust domain a

awaiting decision
replayed authentication session

[B, A, Tsa, ICVa’]Ksa_prv

validation message:
B does not get

times out,
aborts session

??C can’t send



initiator
A B

responder

m1
(Na, A)Kb_pub

Ka_pub

(Na, Nb)Ka_pub

m2

m3

(Nb)Kb_pub

Ka_prv
Ka_pub

Kb_pub Kb_prv
Kb_pub



initiator
A C (‘A’)

m1
(Na, A)Kc_pub

Ka_prv
Ka_pub

intruder

Kb_pub
Kc_pub

Kc_prv Ka_pub
Kc_pub

Kb_prv
Kb_pub Kc_pub

B
responder

(Na, A)Kb_pub
m1’

(Na, Nb)Ka_pub
m2’(Na, Nb)Ka_pub

m2

(Nb)Kc_pub
m3 (Nb)Kb_pub

m3’

Ka_pub
Kb_pub



SaA
initiator meta server

Sc
meta server

Sb
meta server

B
‘responder’

C (‘A’)
intruder

trust domain btrust domain ctrust domain a

??

orignal authentication session

ICVc,  ICVa’
C calculates

[A, C, Tsa, ICVc’]Ksa_prv

A calculates
ICVa,  ICVc’

m1 [Sa, A, C, Tsa, ICVc’]Ksa_prv
m2

[Sc, A, C, Tsc, ICVc’]Ksc_prv

m3

fake authentication session

[B, A, Tb, ICVa’]Kb_prv
m1’’

[Sb, B, A, Tsb, ICVb’]Ksb_prv
m2’’[Sa, B, A, Tsa, ICVa’]Ksa_prv

m3’’

B calculates
ICVb,  ICVa’

A ignores m3’’
B does not get
validation message:
times out,
aborts session

session with A ok

m3’
[Sa, C, A, Tsa, ICVa’]Ksa_prv

session with C ok

[Sc, C, A, Tsc, ICVa’]Ksc_prv
m2’

m1’
[C, A, Tc, ICVa’]Kc_prv

needed message
C can’t send



sender directory server
DA

A requests B’s public key

Ka_prv
Ka_pub

B
receiver

Kb_pub
Kb_prv Kd_prv

well known

Kd_pub
Kd_pubKd_pub Ka_pub

Kb_pub

A, B, Na

D, (D, A, Na, Kb_pub)Kd_prv

D sends B’s public key
in signed message

m1

m2

(.......)Kb_pub

A recovers Kb_pub
sends encrypted messages to B

B recovers messages



sender
BA

Ka_prv
Ka_pub

C
intruder

Kc_pub
Kc_prv Kb_prv

Kb_pub
Kd_pubKd_pub Kd_pub

D
directory server

well known
receiver

decrypts messages

Kd_prv
Kd_pub

Ka_pub
Kb_pub
Kc_pub

A, B, Na
C intercepts message

X A’s original request does not reach D

C sends altered request
A, C, Na

D sends C’s public key
in signed message

D, (D, A, Na, Kc_pub)Kd_prv

m1

m1’

m2

A requests B’s public key

(.......)Kc_pub

A recovers Kc_pub
believes it is B’s key
sends encrypted messages to ‘B’

B is unable to decrypt
even if messages arrive

C intercepts and



SaA
sender meta server intruder

trust domain a

C D
directory server

well known

Sd

does not use it for encryption

meta server

trust domain d

A calculates

manipulated binding request/response

D calculates

[D, A, Tb, ICVa’]Kd_prv

m2’
[Sd, D, A, Tsd, ICVa’]Ksd_prv

m1’

m3’

[D, A, Tsa, ICVa’]Ksa_prv

[A, D, Ta, ICVd’]Ka_prv

[Sa, A, D, Tsa, ICVd’]Ksa_prv

m1

m2
[D, A, Tsa, ICVa’]Ksa_prv

m3

ICVd,  ICVa’
ICVa,  ICVd’

A finds mismatch in ICV D finds mismatch in ICV

messages at A and D differ, so ICVs will differ

discards ‘Kb_pub’ (Kc_pub, in reality)




















